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THE ELECTRONIC COMMUNICATIONS PRI-
VACY ACT: GOVERNMENT PERSPECTIVES
ON PROTECTING PRIVACY IN THE DIGITAL
AGE

WEDNESDAY, APRIL 6, 2011

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:08 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Whitehouse, Klobuchar, Franken,
Coons, Blumenthal, and Grassley.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Good morning. Today the Committee will hold
a timely and I think important hearing on the Federal Govern-
ment’s use of the Electronic Communications Privacy Act, or
ECPA, as we know it. It is one of the Nation’s premier digital pri-
vacy laws. ECPA has been a bridge between what are, of course,
legitimate law enforcement needs but also the equally legitimate
privacy rights of Americans. When the Committee held its first
hearing on ECPA reform last September, I said that while there is
general agreement that ECPA has become outdated by vast techno-
logical advances and changing law enforcement missions since the
law’s initial enactment, the question of how best to update this law
has no simple answer. We know it has to be updated. The difficult
part is exactly how do we do it.

Congress is considering many different approaches to ECPA re-
form, but I think there should be a few core principles to guide our
work. Meaningful ECPA reform must carefully balance privacy
rights, public safety, and security. Reforms must also encourage
American innovation, and they have got to instill confidence in
American consumers, law enforcement, and the business commu-
nity. All these principles we should agree on. It is how best to do
it.

For many years, ECPA has provided vital tools to law enforce-
ment to investigate crime and to keep us safe. At the same time,
the law has been crucial to safeguarding Americans’ digital privacy
rights. I know. I was one of the ones who helped write this bill.
With the explosion, though, of cloud computing, social networking
sites, and other new technologies, determining how best to bring
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this privacy law into the Digital Age is going to be one of Congress’
greatest challenges.

While still a useful tool for our Government today, ECPA is a
law that is hampered by conflicting standards that cause confusion
for law enforcement, the business community, and American con-
sumers alike. For example, just to put it right down in the con-
crete, a single e-mail could be subject to as many as four different
levels of privacy protections under ECPA, depending on where it is
stored and when it is sent. There are also no clear standards under
that law for how and under what circumstances the Government
can access cell phone or other mobile location information when in-
vestigating crime or national security matters. And on that, it is
a much different era than when I was first in law enforcement
where, if police had legitimate rights and legitimate—reasons,
rather, to get into a phone conversation, they would have their
warrant, and they basically went and clipped on to some wires in
one particular area. That is not the situation today, and, of course,
it becomes even more aggravated in national security matters.

So we are having this hearing so we can examine how these and
other shortcomings impact the Government’s ability to fight crime
and protect national security. We will also examine the Govern-
ment’s views about various proposals being considered by Congress
to update this privacy law.

We are going to hear from the General Counsel of the Depart-
ment of Commerce, who has unique insights into the impact of
ECPA on American innovation, but also the views of the Depart-
ment of Justice, which relies upon ECPA to carry out its vital law
enforcement and national security duties. So I am glad both are
here, and I will yield to my good friend from Iowa, the Ranking
Member of this Committee, Senator Grassley.

STATEMENT OF HON. CHUCK GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. Thank you, Chairman Leahy. This hearing
provides us an opportunity to hear the Government’s view on the
need to reform this law.

At our 2010 hearing the Departments of Justice and Commerce
both testified about the need for our laws to keep pace with techno-
logical developments. Both witnesses agreed that technology has
changed significantly since the law was passed in 1986, but neither
witness offered proposals. The hearing focused largely upon
changes sought by private sector businesses and interest groups
that have formed a coalition to reform the law.

We in Congress need to work to ensure that our laws are up to
date and do not negatively impact business innovation. We also
need to address legitimate privacy concerns.

We need to hear from the law enforcement community to ensure
that we do not limit their ability to obtain information necessary
to catch criminals and terrorists who use electronic communica-
tions. This statute, just like the PATRIOT Act, has specific mean-
ings and definitions, and any amendment requires careful consider-
ation to ensure that we do not create loopholes that make it harder
for law enforcement to do their job.
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Today we have an opportunity to follow up with both of those de-
partments. No legislative proposal has been put forward by the ad-
ministration. Instead, the witnesses, it seems to me, will point out
areas where changes could be made to bring clarity to the law.

I hope the Department of Justice changes what they view will be
brought forward and what they feel will harm investigations. I also
want to hear what Commerce has to say about changes that they
feel are necessary to ensure that we remain competitive and how
reforming our privacy laws could enhance business.

That said, there is clearly a tension between the two points, and
that was how we arrived at the current law, a carefully crafted
compromise. The 1986 statute struck a balance then between pri-
vacy and law enforcement. Replicating that balance will be the key
to any possibility of being successful on proposed legislation.

I will put the rest of my statement in the record.

[The prepared statement of Senator Grassley appears as a sub-
mission for the record.]

Chairman LEAHY. Thank you very much.

Our first witness will be Mr. Cameron Kerry. He is the General
Counsel of the Department of Commerce. He serves as the Depart-
ment’s chief legal officer, chief ethics, officer, and is Chair of the
Department of Commerce Privacy Council. He has been a leader on
work across the U.S. Government on patent reform and intellectual
property issues and privacy security and efforts against
transnational bribery. Previously he was a partner at Mintz Levin,
a national law firm. In over 30 years of practice—and I might note
personally I think I have known you for most of the 30 years of
that practice—he has been a communications lawyer and litigator
in a range of areas, including telecommunications, environmental
law, toxic torts, privacy, and insurance regulation. He is a graduate
of Harvard College and earned his law degree at the Boston Col-
lege School of Law.

Mr. Kerry, we will put your full statement in the record, but
please go ahead, and then we will hear from Mr. Baker, and then
we will go to questions.

STATEMENT OF HON. CAMERON F. KERRY, GENERAL COUN-
SEL, U.S. DEPARTMENT OF COMMERCE, WASHINGTON, DC

Mr. KERRY. Mr. Chairman, thank you and good morning. Mr.
Chairman, Ranking Member Grassley, and members of the Com-
mittee, I am pleased to be joining you again to discuss updating the
Electronic Communications Privacy Act of 1986.

I am here today to say that the administration fully understands
and supports the Committee’s rationale for reexamining this stat-
ute, and I am here to offer to you two recommendations.

The first is that there should be a principled relationship be-
tween the legal protections and the procedures that apply to law
enforcement access to electronic information and the legal protec-
tions and procedures for comparable materials in the physical
world. What those protections and procedures should be should be
determined by reference to a number of factors, including the pri-
vacy expectations of the parties involved, who has access to or con-
trol of the information, and the reasonable needs of law enforce-
ment and national security.
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The second is that the legal protection afforded to electronic con-
tent should not turn simply on factors that are disconnected from
reasonable privacy interests of ordinary citizens.

As the Chairman and as other members of the Committee ob-
served when we were here last September, one may question
whether the Stored Communications Act’s 180-day rule, the notion
that privacy protection accorded to an electronic message could
change 180 days after it is sent, should continue. If Congress wants
to revisit this issue, the appropriate level of privacy protection once
again should turn on an assessment of other factors, including the
expectation of privacy of the parties to the communication, the
mode of communication used in connection with the content, and
who controls it, and, again, of course, the interests of law enforce-
ment and national security.

Since we were here in September, the Department of Commerce
has been at work on a commercial data privacy framework to meet
the needs of the 21st century information economy. When we were
here in September, we told you that even though we had not asked
about ECPA, a number of industry players came to us and volun-
teered concerns about the statute.

Last December, we published a green paper that is included with
my written testimony, which included the recommendation that, in
light of changes in technology and changes in market condition, the
administration should review ECPA with a view to assessing pri-
vacy protections in cloud computing and location-based services.
That 1s a process which we are conducting. It is under with the De-
partment of Justice and other administration colleagues.

In response to the green paper, we have received further com-
ments from industry and from consumer groups. All of these en-
dorsed updating ECPA. So I would be happy to provide the Com-
mittee with a summary of those comments and what they had to
say about the impact of ECPA in light of new technologies, the un-
certainties and emerging gaps in privacy protection.

There is another reason why this ongoing examination of ECPA
is timely, which I discussed in my written testimony, and that is
court decisions in recent years that have injected uncertainty on
the standards and the privacy protections in emerging technologies.

So, Mr. Chairman, as you and members of the Committee pro-
ceed with what you have said is a difficult, challenging process of
striking a new balance, we stand ready to work with you, and now
I stand ready to respond to your questions.

Thank you.

[The prepared statement of Mr. Kerry appears as a submission
for the record.]

Chairman LEAHY. Thank you, Mr. Kerry.

I may note that in 37 years—I do not even want to think about
how many thousands of hearings I have either attended or presided
over. I think this is the first time I have had somebody give their
testimony from an electronic pad, and so I

Mr. KERRY. I am an early adopter, Mr. Chairman. We try to stay
on top of technology.

Chairman LEAHY. I have seen that, and I appreciate that very
much. I do not use my old Selectric typewriter as much as I used
to.
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[Laughter.]

Chairman LEAHY. That is a joke. I actually found one in a closet
at home the other day. I do not whether to give it to the Smithso-
nian.

Our next witness, James Baker, is the Associate Deputy Attorney
General at the U.S. Department of Justice. He has worked exten-
sively on all aspects of national security policy and investigations.
He has been an official at the U.S. Department of Justice for nearly
two decades, well respected by this Committee and by me for his
work. He has provided the United States intelligence community
legal and policy advice for many years. In 2006, he received the
George H.W. Bush Award for Excellence in Counterterrorism, the
CIA’s highest award for counterterrorism achievements.

I am well aware of the background of that award, and it was
justly and honorably deserved.

Mr. Baker also taught at Harvard Law School, served as resident
fellow at Harvard University’s Institute of Policy.

Mr. Baker, please go ahead, sir.

STATEMENT OF HON. JAMES A. BAKER, ASSOCIATE DEPUTY
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE, WASH-
INGTON, DC

Mr. BAKER. Good morning, Mr. Chairman, Ranking Member
Grassley, and members of the Committee. Thank you for the oppor-
tunity to testify on behalf of the Department of Justice here today
regarding ECPA, and here with my colleague, Mr. Kerry, from the
Department of Commerce.

As you know, ECPA, which includes the Stored Communications
Act and the pen register statute, is part of a set of laws that con-
trols the collection and disclosure of both content and non-content
information related to electronic communications, as well as con-
tent that has been stored remotely. These laws serve two functions,
as folks have mentioned today. They are critical tools for law en-
forcement, national security, and cyber security activities, and they
are essential for protecting the privacy interests of all Americans.

ECPA has never been more important than it is now. Because
many criminals, terrorists, and spies use telephones or the Inter-
net, electronic evidence obtained pursuant to ECPA is now critical
in prosecuting cases involving a wide range of crimes, including
terrorism, espionage, and violent crimes.

ECPA has three key components that regulate the disclosure of
certain communications and related data. The first prohibits un-
lawful access to stored communications; The second regulates vol-
untary disclosures by network service providers of customer com-
munications and records, both to Government and to non-govern-
mental entities; and the third regulates Government access to
stored communications and provides procedures for law enforce-
ment officers to follow to compel disclosure of stored communica-
tions and related data. ECPA, as you know, was originally enacted
in 1986, but it has been amended repeatedly since then, especially
with substantial revisions in 1994 and in 2001.

Mr. Chairman, the Department of Justice is charged with the re-
sponsibility of enforcing the laws, safeguarding the constitutional
rights of Americans, and protecting the national security of the
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United States. As such, we welcome these hearings on this very im-
portant topic. We appreciate the concerns that some in Congress,
the courts, and the public have expressed about ECPA, and we
know that some believe that ECPA has not kept pace with techno-
logical changes or the way that people today communicate and
store records, notwithstanding the fact that ECPA has been
amended several times, as I just mentioned. We respect those con-
cerns, and we appreciate the opportunity to discuss them here
today. We also applaud your efforts to undertake a renewed exam-
ination of whether the current statutory scheme appropriately ac-
commodates such concerns and adequately protects privacy while
at the same time fostering innovation and economic development.
It is legitimate to have a discussion about our present conceptions
of privacy, about judicially supervised tools the Government needs
to conduct vital law enforcement and national security investiga-
tions, and how our statutes should accommodate both. For exam-
ple, we appreciate that there are concerns regarding ECPA’s treat-
ment of stored communications—in particular, the rule that the
Government may use lawful process short of a warrant to obtain
the content of e-mails that are stored for more than 180 days. And
we are ready and willing to engage in a robust discussion of these
matters to ensure that the law continues to provide appropriate
protections for the privacy and civil liberties of Americans as tech-
nology develops.

As we engage in that discussion, as several have referenced this
morning, what we must not do—either intentionally or uninten-
tionally—is unnecessarily hinder the Government’s ability to effec-
tively and efficiently enforce the criminal law and protect national
security. The Government’s ability to access, review, analyze, and
act promptly upon the communications of criminals that we law-
fully acquire, as well as data pertaining to such communications,
is vital to our mission to protect the public from terrorists, spies,
organized criminals, kidnappers, and other malicious actors. At the
Department of Justice, we are prepared to consider reasonable pro-
posals to update the statute—and indeed, as set forth in my writ-
ten statement for the record, we have a few of our own to suggest—
provided that they do not compromise our ability to protect the
public from the real threats that we face.

In closing, Mr. Chairman, it is important to note that ECPA pro-
tects privacy in another way as well. By authorizing law enforce-
ment officers to obtain evidence from communication providers,
ECPA enables the Government to investigate and prosecute hack-
ers, identity thieves, and other online criminals. Pursuant to
ECPA, the Government obtains evidence critical to our ability to
prosecute these privacy-related crimes.

Mr. Chairman and members of the Committee, ECPA is an im-
portant topic, and I look forward to taking your questions here
today, and I would ask that my written statement be submitted as
part of the record.

Chairman LEAHY. It will be made part of the record.

Mr. BAKER. Thank you, Mr. Chairman.

[The prepared statement of Mr. Baker appears as a submission
for the record.]
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Chairman LEAHY. I was struck when you said you are willing to
consider proposals we might have, and, of course, the fact is if we
do not have proposals as we go forward, then we stay with the law
the way it is, and I do not think anybody would find that best. So
it is a case where this is not just let us consider what Congress
t}llénlks. The fact is either Congress acts or you are stuck with the
old law.

Mr. Kerry, I was pleased to learn the Commerce Department and
the Justice Department are working together to consider potential
updates to ECPA, so we would welcome any feedback. Can you give
us a short summary of the progress of this partnership to date?
Then I am going to ask the same question of Mr. Baker.

Mr. KeErrRY. Well, we have been in active discussions really
through the year to try to deal with proposals to update and re-
strike the balance. The written testimony that you have from each
of us is a reflection of some of the direction that that has taken.
We are certainly prepared to put our shoulders to the wheel with
the Committee. I think the process of you, Senator, and the Com-
mittee holding our feet to the fire and developing this testimony
has helped to advance the discussions, and I think we are in a posi-
tion to move forward in a concrete way.

Chairman LeaHY. Well, I would like to see the administration
recommendations because, as I said, sometimes I find that inertia
sometimes gets the greatest bipartisan support on the Hill, but I
would like to see us move forward.

So, Mr. Baker, I would ask you the same question: How is this
work with Commerce going?

Mr. BAKER. Yes, Senator, I agree with Mr. Kerry completely. We
have been working on a whole range of issues related to surveil-
lance, privacy, innovation, all of these issues. We have made, I
think, substantial progress. I think the two statements together in-
dicate that we have worked through a lot of issues. We actually got
some concrete areas at least that we agree that we should focus on
that are reflected in the statement. So I think that is significant
progress.

We have certainly been working at the Department of Justice on
language that supports the proposals that we have put forward, or
at least raised. We have not finished that work yet, even within the
Department and with the interagency, so we have got some addi-
tional work to do in that regard. But we have made significant
progress, Senator.

Chairman LEAHY. For an incentive, I think there is a willingness
of Republicans and Democrats to work together on this because
when I talk about the inertia, I do not find many people who want
to just stick with the law the way it is. It is outdated from both
a national security point of view, but from a privacy point of view,
and we worked very, very hard on the first law to get that balance,
realizing that technology changes and a lot of the things that we
could consider at the time we wrote the law, that those of us who
worked on it knew technology might change, but none of us could
predict where and to what extent. Nobody knew about the cloud at
that time, for example.

Now, let me ask you a couple of specifics. Last year, the Court
of Appeals for the Third Circuit held the Government could be re-
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quired to obtain a search warrant before it could access an individ-
ual’s cell phone location data. Under ECPA the Government can
obtain cell phone location data by several different methods, includ-
ing seeking a court order, but the statute does not specify whether
the Government must always establish probable cause to get this
order, as would be the case with a search warrant.

What is the Department’s view about the legal standard that
should apply in order for the Government to access cell phone loca-
tion information?

Mr. BAKER. Senator, just to clarify, when we speak about cell
phone location information, there is a variety of different types that
are potentially available. So there is the very precise GPS type of
information that might be available that more pinpoints accuracy.

Chairman LEAHY. That is right.

Mr. BAKER. And then you have cell site location information,
which it is increasingly more accurate in terms of determining
where a cell phone is, but it still is not as precise as——

Chairman LEAHY. It just says that cell phone is next to this—
{;)hat cell phone is within the area of this cell tower, but it could

e

Mr. BAKER. There is a range of——

Chairman LEAHY. Yes.

Mr. BAKER. Depending upon where you are, in a rural, suburban,
or urban area, it depends. So it is key to understand that there are
different technologies that exist with respect to cell phone location
information.

The Department’s policy now is that if we want the GPS Infor-
mation, we have to go get a warrant in order to obtain that. For
the cell site location information, the less precise information, we
have to still go get a court order, a variety of orders depending
upon whether it is historical or prospective, but in any event, you
still have to go to court and get an order, albeit under a lower
standard than you have for a warrant.

Chairman LEAHY. Would it help to have some clarification spe-
cifically in this area?

Mr. BAKER. Well, we think that based on the Third Circuit case
that—and we have suggested that it is definitely an area that is
worth examining.

Chairman LEAHY. Well, let me ask you that, because we also
have the D.C. Circuit. They vacated the life sentence of an indi-
vidual who had been convicted, I believe it was in drugs, but he
was—they had installed a global positioning device on his car to
track him in connection, and they vacated it.

Now, I understand the Department is considering appealing this
case. Am I correct? Or are you aware of that?

hMr. BAKER. I do not think we have—I would have to check on
that.

It is being reviewed by the Department right now, Senator.

Chairman LEAHY. What is the legal standard to apply if you
want to obtain information by using or installing a global posi-
tioning device? And does that change whether it is historical, as
you had referred to earlier, or realtime?

Mr. BAKER. So just to make sure I understand, the device you
are talking about is a device that is attached to a vehicle
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Chairman LEAHY. That is right.

Mr. BAKER [continuing]. As opposed to a communications device.
So it is a little bit different in that sense.

Chairman LEAHY. A GPS device.

Mr. BAKER. It is a GPS, but it is not a cell phone, it is not a per-
sonal

Chairman LEAHY. That is right. You are not talking——

Mr. BAKER. Correct.

Chairman LEAHY. It is simply a locator.

Mr. BAKER. So there have been a lot of rulings on these kinds
of cases over the years, and I think, unfortunately, the answer de-
pends on the facts of the case. And so it depends where you are
when you install the device, and it depends what the device is at-
tached to and where it goes. In circumstances in which it would go
into an area that is protected by the Fourth Amendment, then you
would have to get a warrant to continue to monitor the signals
from that device. But to the extent that the device is attached in
an unprotected area, in terms of the Fourth America, and then
travels in areas that are not protected by the Fourth Amendment,
then currently you would not need a warrant to obtain that infor-
mation.

Chairman LEAHY. Thank you. And does it make a difference if
it is historical information or realtime?

Mr. BAKER. I guess it would depend. I am thinking about the
beeper. I mean, I guess if you had the beeper recording for a period
of time and then downloaded the information, that would be histor-
ical. But I think the same rules that I just discussed would apply
in that context since it is not a communication device.

Chairman LEAHY. Whether you put it on their garage or whether
you put it on the——

Mr. BAKER. On the public street or something, where the car
goes and so on, yes, all those factors are relevant to the analysis.

Chairman LEAHY. Thank you.

Senator Grassley.

Senator GRASSLEY. I am going to start with Mr. Baker. This coa-
lition that is promoting these changes wants to increase the stand-
ards to obtain non-content information through the—just a minute.
I am on the wrong question. Just a minute.

The coalition, a group of businesses and interest groups, as we
know, supports a probable cause standard for obtaining all elec-
tronic communications regardless of its age, the location or storage
facilities, or the provider’s access to information. Do you support
raising the legal standard for obtaining all electronic communica-
tions to a probable cause determination?

Mr. BAKER. Senator, I think that is the kind of concern that we
have that I expressed in my statement, that we have to make
sure—that the kinds of information we are talking about, especially
when you come to non-content information, is critical for our ability
to conduct investigations. And if we were to raise the standard
with respect to some electronic communications, even content, it is
going to have an impact on law enforcement investigations. We
have to be mindful of that. We have to be thoughtful about that.
And so whatever proposals come forward, we have to look at that
in that light.
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Senator GRASSLEY. Well, I think you just told me, and if you did
not say this, say I interpreted you wrong. But my next question
dealt with the probable cause determination, the effect on law en-
forcement. And you just told me it would be more difficult.

Mr. BAKER. It would be more difficult.

Senator GRASSLEY. Could this significant change also unduly
burden the agencies and prosecutors and the courts?

Mr. BAKER. It would impact our—let me just stick with the loca-
tion information that Senator Leahy was asking about. We use that
information as sort of the basic building blocks of investigations. So
an IP address, a cell phone piece of information, where you were
when you placed a particular call, these are the kinds of informa-
tion that we use to locate people, suspects, and also to investigate
links between suspects. So we use it as sort of the basic building
blocks, and we also use that kind of information to build our way
toward obtaining probable cause. And so we need to be able to ob-
tain a certain amount of information to work our way to the more
intrusive types of techniques that we have available.

Senator GRASSLEY. Okay. It takes longer to prepare a 2703(d)
order application than a subpoena, and it takes longer to prepare
a search warrant application than a 2703(d) order application. If
you would agree with those two statements, is it fair to say that
raising the standard will slow down a criminal investigation?

Mr. BAKER. I think it would have an impact along those lines,
Senator, yes. It would consume more resources and require us to
engage in more process. I think there is no doubt about that.

Senator GRASSLEY. And since time is a critical factor during a lot
of criminal investigations and speed is essential, if Congress slows
down the process, then this could have real-life consequences, you
know, particularly where human life is involved?

Mr. BAKER. Absolutely, Senator. As I said, whatever we do in
this area, we need to get the balance right. We need to make sure
that we achieve all the objectives that we want to achieve.

Senator GRASSLEY. Let me focus on the court for just a minute,
and I referred to that just a couple questions ago. If all electronic
communications, with emphasis upon “all,” required a search war-
rant, the courts would experience additional burdens as well, and
these increased burdens on the court system would naturally in-
crease the delays when investigating time-sensitive threats to
human life. Would that be right?

Mr. BAKER. Senator, I expect there would be some additional
burden on the court. I have worked with judges for many years,
and they are always ready to take on whatever the Government
brings to them. So I am not sure that they would say that it would
burden them that much, but I think it is additional requirements
that we would have to meet and have to go to a court to achieve.

Senator GRASSLEY. This coalition supports increasing the stand-
ard to obtain non-content information through pen register or trap-
and-trace orders. They are pushing for a standard to be at least as
strong as that required under an electronic communication 2703(d)
order. They are further pushing for this increased standard to
apply to e-mail addresses, instant messages, texts, Internet proto-
cols, addresses of Internet sites.
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Currently does the legal process and authority for obtaining pen
register information work well?

Mr. BAKER. For obtaining pen register information? I think our
perspective would be that it does work well actually currently.

Senator GRASSLEY. And are you aware of any problems in using
it?

Mr. BAKER. Using the pen registers?

Senator GRASSLEY. Yes.

Mr. BAKER. I think the answer is we are generally satisfied with
the way the statute is now. There was a particular amendment in
2001 that was extremely helpful, so I think—with respect to all
these, if I just may add, we are working through all these issues.
I think everybody agrees that these are the significant issues to
focus on. We do not have a cleared position from the administration
yet on these proposals, but I think we have identified the concerns
that we have.

Senator GRASSLEY. If I could just have three short questions
here.

Chairman LEAHY. Go ahead.

Senator GRASSLEY. Then that will finish this point.

Do you think the legal standard to obtain information through
pen register or trap-and-trace orders would be increased to a prob-
able cause or 2703 standard?

Mr. BAKER. I am sorry, Senator. Do I think it would be——

Senator GRASSLEY. The legal standard to obtain information
should be increased.

Mr. BAKER. Oh, again, this is an area—the pen registers and
these kinds of things are the basic building blocks for our inves-
tigations, so any changes to those would have to be reviewed very
carefully. Any changes to that standard would have to be reviewed
very carefully.

Senator GRASSLEY. Well, then, I will skip a question and go to
my last one. Would not a change like this increase burdens on in-
vestigators, prosecutors, and the courts?

Mr. BAKER. Yes.

Senator GRASSLEY. Okay. Thank you, Mr. Chairman.

Chairman LEAHY. Thank you very much.

I will yield to Senator Whitehouse and then in a few minutes
turn the gavel over to him.

Senator WHITEHOUSE. Thank you, Chairman, and thank you,
gentlemen, both for being here. I appreciate your work on this
issue.

I am going to be here until the end of the hearing because I will
be taking over the gavel, so I am just going to ask a sort of brief
set of overview questions now that are kind of in the nature of
framing what the topics should be that we should be prepared to
address as we go forward. And I assume that you are working on
them as well.

One obviously is how location information should be treated. As
a general proposition, I do not know that there is an established
privacy right cognizable under the Fourth Amendment regarding
your location. If the police want to put a tail on somebody, they do
not get a warrant for that or take any action, and they can follow
to the best of their ability and figure out where somebody is. When
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you move up to pen register and trap-and-trace, there is a more
complicated standard. And when you go to a full-blown Fourth
Amendment search warrant requirement and you are involved in
content, there is a much higher standard. And as I understand it,
we should be sorting out where the location information, which is
now newly available really in ways that it was not when ECPA was
written, where it falls into that array of possibilities. Correct?

Mr. KERRY. Yes.

Senator WHITEHOUSE. So that is one. Okay. We should review
the question—as a general proposition, you both agree that war-
rants are ordinarily required to access content of a communication.
Correct?

Mr. BAKER. Not always.

Senator WHITEHOUSE. Ordinarily.

Mr. BAKER. Ordinarily. But—I am sorry. It depends. Not always.
So we can talk about that.

Senator WHITEHOUSE. But the 180-day rule under ECPA specifi-
cally allows access to content if it is more than 180 days old with-
out a warrant——

Mr. BAKER. Correct.

Senator WHITEHOUSE. We should review that determination
given the change in technology and practice that has taken place.
Correct?

Mr. BAKER. We agree that is definitely an area that people want
to talk about, and we are happy to engage in that discussion.

Senator WHITEHOUSE. The next issue is private sector disclo-
sures, and they come in two ways. One is private sector disclosures
to other private sector commercial operators and whether we
should put some restrictions on that so that, for instance, your ISP
is not selling your location to McDonald’s so that every time you
are within 100 feet of a McDonald’s you are getting a message say-
ing, “Don’t you feel like a hamburger.” And at the same time, on
the other side, there is the concern that the ISPs now have consid-
erable access and considerable situational awareness about the
cyber threat and what is happening out there, and ECPA restricts
their ability to warn Government about those activities so that
Government can be prepared to take national security protection
action. And both of those are things we should be examining, cor-
rect?

Mr. KERRY. That is correct, Senator, yes. Those are actively at
work in interagency processes within the administration.

Senator WHITEHOUSE. It seems to me that as we move more into
the cyber realm, there are searches and then there are searches.
And the Constitution concerns itself with searches in which some-
body gains awareness of your personal papers and communications.
That strikes me as the fundamental protection of the Fourth
Amendment. Where you have a mechanism that potentially no
human actually is aware of that scans the flow of data that goes
through cyber space and simply alerts when it determines that a
virus or a malware or some kind of threat is attached to that con-
tent, it is conceivable in that circumstance that no person actually
locates that, although technically is remains a search because an
agent has deployed this technology and has actually scanned the
packet of content. Is that a distinction that is worth beginning to
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pursue? That seems to be a novelty nowadays. You know, in the
old days, if somebody went through your papers, it was an agent
and they were looking at it, and your privacy was really implicated
in a very significant way when another person was looking at your
papers. If all that is happening is that the content of your e-mail
stream is being scanned for known malware and viruses and that
is causing a safety action to be taken to protect the Internet, that
is a slightly different piece of—it is a slightly different privacy in-
terest involved there, isn’t it?

Mr. BAKER. Senator, these are exactly the right kinds of ques-
tions to ask and areas to think about. I have seen some folks analo-
gize what I think you are talking about to a situation like a dog
sniffing luggage at the airport for either explosives or for narcotics
or something like that, and they go along the line and, you know,
sniff what is there, and then they alert only on the thing that has
contraband in it. So it is a different regime. It depends on the con-
text. Airports are different than a lot of other things. But in any
event

Senator WHITEHOUSE. Conceivably, there is even less of a privacy
interest in this because what happens when the dog alerts is that
your suitcase gets opened and people plow through it, and a human
knows what you have in your suitcase, and that affects the privacy
interest; whereas, it is not unusual that what happens to a digital
alert is that simply the message is rerouted and nobody actually
ever gets awareness of the content.

Mr. BAKER. Well, that is one way you could do it, certainly, but
I think there would be an interest in looking at that communica-
tion and trying to analyze it from a cyber security perspective to
have a better idea where it came from, what its purpose is, and
what its destination is.

Senator WHITEHOUSE. All right. My time has expired, and I just
to figure out who was here first.

Senator Franken was here first.

Senator FRANKEN. Thank you, Mr. Chairman, and thank you,
gentlemen, for your testimony.

ECPA gives citizens privacy protections with respect to law en-
forcement, but ECPA also says when an ISP can share our infor-
mation with other businesses or the general public, and I am wor-
ried that these privacy protections are just far too weak.

Here is an example. If I make a phone call from my smart phone
and my phone company learns of my location, they cannot go out
and sell that information or give it to anybody unless they have my
express consent. But I use the same smart phone to do a Google
search, under certain court decisions that same phone company
would likely be free to give my location information to any business
or person that it wants to. The difference is that my phone call is
covered by the Telecommunications Act, and my Internet search is
covered by ECPA.

Mr. BAKER. and Mr. Kerry, are you aware of this discrepancy?
And what do you think of it?

Mr. KERRY. I am aware of the discrepancy, and that, in fact, is
the case. I mentioned the effort that we have undertaken to ad-
dress privacy policy in the commercial data context. Indeed, a cou-
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ple of weeks ago, the administration announced support for base-
line privacy regulation in the online area.

The issue of what usage, what resale, what communication with
third parties can be made of the kind of location information that
you described, among many other kinds of information that people
generate as they go online, is one of the issues that needs to be ad-
dressed as part of baseline privacy protection.

Senator FRANKEN. And as part of rewriting this bill?

Mr. KERRY. I am not sure that that necessarily fits under chang-
ing ECPA. There are aspects of it that need to be addressed under
ECPA, as Mr. Baker said in response to earlier questions. Trying
to establish some certainty on Government access to geo-location
data and other location data is certainly an appropriate subject for
consideration.

Senator FRANKEN. Well, this specific issue with location is part
of a broader problem in ECPA, and you note in your testimony, Mr.
Baker, that ECPA allows ISPs to disclose customer records to pret-
ty much anyone they want as long as it is not the Government.
That includes information on whom you e-mail, when you e-mail,
and to some extent the websites that you visit. This is totally out
of line with the Cable Act and Communications Act, which require
cable and phone companies to get your consent before making these
disclosures to third parties.

Mr. BAKER., I applaud the Department’s position that this part
of ECPA may be insufficiently protective of customer privacy.
Would you agree that in this respect ECPA’s consumer privacy pro-
tections represent a lower standard than the kind of protections
our law provides to cable and phone service customers?

Mr. BAKER. I think it is lower with respect to the providers that
ECPA applies to when compared to the regulations under the Com-
munication Act and the Cable Act, those kinds of things that apply
to different companies or at least companies wearing different hats
at different times. And as you said, yes, it is one provision of ECPA
that allows this more robust sharing of consumer data—not com-
munications, not the content, but the data.

Senator FRANKEN. So it is a lower standard.

Mr. BAKER. It is a lower—well, it permits it. It permits the shar-
ing without more to anybody who is not a governmental entity.
And if I could just note that a foreign government falls within that
category. In other words, it prohibits disclosures to the U.S. Gov-
ernment or a State government. It does not prohibit disclosures to
a foreign government. So we are——

Senator FRANKEN. Thank you for that distinction.

Mr. Kerry, Minnesota is home to a lot of so-called cloud com-
puting businesses. These are businesses that allow other busi-
nesses or individuals to store their e-mails, documents, and photos
remotely instead of on their computers. I recently heard from one
company in Minnesota, N Stratus. They said they are losing busi-
ness because they cannot definitively tell their prospective clients
when and how the Government will access their information. Be-
cause of this uncertainty, people are not deciding to put their docu-
ments on the cloud. They are choosing to keep their documents on
their own computers and servers.
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Mr. Kerry, I am sure you have heard of many companies that are
in this situation. How can we amend ECPA to help businesses like
N Stratus?

Mr. KERRY. Senator Franken, I certainly have heard that from
a great many companies. I spoke yesterday at a gathering of tech-
nology and software general counsels. There was a lot of interest
in this issue. We have seen in the development of e-commerce that,
you know, people’s willingness to trust vendors with credit card in-
formation was a critical threshold to get across. You see the same
thing with cloud computing.

Harris research, market research by computing companies, indi-
cates a very large number of both businesses and consumers are
concerned about their privacy and their security in putting infor-
mation into the cloud-—80 percent in the Harris survey.

One of the reasons that we have engaged in the privacy and se-
curity discussion at the Department of Commerce is because trust
is such a critical component of the digital economy, and cloud pro-
viders need to be able to assure their customers that what they
provide to them in the cloud is as trustworthy as physical records
or other ways of storing digital information, and that, you know,
they have no competitive disadvantage with other business models.
That is the clear message that we have gotten from a great many
companies in this area.

Senator FRANKEN. Thank you.

Senator WHITEHOUSE. Senator Coons.

Senator COONS. Thank you, Senator Whitehouse. And I must
say, as I read the background of the briefing in the materials in
preparation for today’s hearing, I initially thought I must be mis-
taken that the murkiness of the legal field—it was the last memo
I read before falling asleep last night. I thought it was my error.
It is a truly unclear and unresolved legal landscape in the balance
between Fourth Amendment interests and privacy rights between
the law enforcement and the commercial. We have here a statute
that has truly been exceeded by developments in technology over
the last decade and more. And I am concerned about the uncer-
tainty for law enforcement, for companies, for individuals in their
privacy rights, and the interests of law enforcement.

One comment, if I might, in opening and follow-up to what Sen-
ator Grassley said. The only concern for law enforcement, I think,
is not just speed. It is also efficacy. The county police department
over which I had responsibility before this, we could kick down
doors, arrest people, haul them out, but if it was not done in a way
that was legally sound, if the evidence was not gathered in a le-
gally sound way, then lots of the investigation and the prosecution
ultimately would be wasted. And the uncertainty of the legal stand-
ards under which you are proceeding with investigations and pros-
ecutions here I think puts law enforcement equally at risk as the
possibility of raising the standards in a way that would slow down
law enforcement. Law enforcement needs to be both swift and cer-
tain and done in a way that protects the privacy rights that makes
America a unique place.

I would like to follow up on some of the questions Senator
Franken was asking about the tensions between consumer inter-
ests and privacy rights.
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Mr. Kerry, how do the U.S. protections for stored communica-
tions, data, and documents, particularly those stored in the cloud—
we were talking about the tension between paper records, internal
records, and those that are electronic but offsite. How does this
compare with protections abroad? What is the status of the EU
Data Privacy Directive? And how do our protections compare
around the world given that many companies now are truly global
in terms of the communications and the documents?

Mr. KERRY. Thank you, Senator Coons. As a general matter, cer-
tainly as it is perceived, the European protections under the Euro-
pean Data Privacy Directive are more extensive, certainly more
prescriptive than those under the United States regime. Part of
that is because there is no comprehensive protection in the United
States; so we have some very strong sectoral regimes, we have
strong common law, FTC protections, but there are gaps.

So part of our effort is to fill those gaps. That is a major reason
for the administration’s endorsement of baseline privacy protection.
It is a key ingredient in cloud computing and data, the free flow
of data as an instrument of trade and of economic growth. We have
seen over the past years, the past couple of years, that the digital
sector, the information economy, is leading the way out of the re-
cession. It is a key component of our economic growth, so we need
to take steps internationally to align our privacy law with con-
sumer expectations. That is the effort on the data privacy front. I
think it is an appropriate effort under ECPA.

Senator COONS. Thank you, Mr. Kerry.

Mr. BAKER. Your written testimony argued current protections
for communications stored longer than 180 days makes sense be-
cause analogous paper records can be accessed with just a sub-
poena. Are stored e-mail communications really analogous to
records accessible with a subpoena? And how do you make that
analogy?

Mr. BAKER. I guess we make the analogy based upon where you
are storing them, with whom, for how long, and so on. So in the
paper world, if you store your records with someone else, depending
upon a lot of facts and circumstances, so we can go into that if you
want, but we can go and we can use a grand jury subpoena, for
example, go to that third party, deliver the subpoena, and demand
the records. Even somebody’s personal records that they maintain
in their own house, we can go with a grand jury subpoena and ask
for those records. There may be some other issues there in terms
of them producing them, but the basic idea is we can subpoena
records when they are in the hands of either yourself or third par-
ties if we do not want to use a warrant.

Senator COONS. And at what point does the standard rise to re-
quiring a warrant?

Mr. BAKER. Well, if we are going to intrude on a protected pri-
vacy interest, so if we want to go—if we do not think you are going
to produce the documents from your house, we want to go in your
house and take them, we get a warrant that authorizes us to do
that. If we thought that a third party even would pose a threat or
might destroy the records, something like that, we would go and
get a warrant and take them from the third party.
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Senator COONS. And given the dramatic developments in the last
decade in terms of the capacity for storage for e-mail—I think none
of us 20 years ago had years of stored e-mail just sitting out there
somewhere—how do you measure emerging privacy standards and
how do we strike an appropriate balance in the law enforcement
context?

Mr. BAKER. Well, I think for us our obligation on that last part
is to come up and explain to you what we think the proposed
changes would have on our ability to do our jobs. I think that is
what we need to do.

I think it is difficult and I think courts are struggling with actu-
ally understanding what people’s personal subjective expectations
of privacy are because in some circumstances people want to share
a lot of data with others in the world. But the question under the
Fourth Amendment is not only what do they subjectively think, but
what objectively is a reasonable expectation of privacy. And that is
what I think Congress is going to struggle with over the next pe-
riod of time to understand that and try to deduce that.

I think it is hard to understand, though. I think it is hard to ac-
tually figure out what people’s reasonable conceptions of privacy
are today.

Senator COONS. And I do think——

Senator WHITEHOUSE. Senator Blumenthal.

Senator BLUMENTHAL. Thank you, Mr. Chairman.

I want to focus on the area of potential legislation that you have
identified as No. 6 in your testimony, Mr. Baker, restricting disclo-
sures of personal information by service providers, that is, the com-
mercial disclosure of information, sharing, exchanging, selling in-
formation, where I think a lot of consumers are most directly im-
pacted. We can debate in this Committee hearing the standards
that ought to apply to disclosure by service providers to the Gov-
ernment, but as we have seen in the security breach that occurred,
reported just recently occurred sometime in the past with Epsilon,
literally millions of consumers are now going to be at risk of
phishing, potential identity theft as a result of the breach of secu-
rity concerning Epsilon that has received information from some of
the major retailers around the country. And both as to content and
non-content information, I think there is a significant privacy inter-
est at stake here, as you very correctly identified in your testimony.
And, in fact, I have asked the Attorney General of the United
States to begin an investigation. I sent him a letter yesterday con-
cerning the Epsilon breach, and I would like to emphasize to you
now how concerning I believe this breach is. I have asked for this
investigation literally within the last 24 hours, so I am not going
to ask you for a response here on behalf of the Department. But
I believe that it is extraordinarily important for the Department of
Justice to indicate its interest in this area.

I would like to ask in my question to you whether you believe
that there is a need for more explicit restrictions. You say there are
none now in the legislation concerning disclosure, sharing, ex-
change of this kind of information, whether you believe this is an
appropriate topic for us to legislate on in reforming ECPA.

Mr. BAKER. Thank you, Senator. Obviously, as the statement re-
flects, we certainly think it is an area—we agree—I mean, the
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Commerce Department agrees that this is an area that we should
look at. How you exactly change the rules, if at all, is another mat-
ter, but it is an area that a number of people have raised, and so
it seems to be a legitimate area of inquiry.

Obviously, if people want to share information voluntarily for
whatever purpose, they are free to do so. That is clear. And I do
not think anybody is talking about trying to restrict people’s ability
to voluntarily share information to take advantage of all these
amazing technologies that are out there for a whole range of dif-
ferent purposes. But the question is: To what extent should the
companies be able to share that information consistent with their
obligations to their customers? And should law enforcement be in
a different position with respect to such data than private sector
entities are? Maybe they should be. Maybe they should not be. But
at least the key thing is to understand that.

One quick final point. With a lot of this data, as Mr. Kerry said,
people are very concerned about their privacy. We understand it.
And as you reference, they are also concerned about their security,
the security of all this data that is out there. And the more data
you share and the more data third parties have, the more data, you
know, that is subject to the kinds of cybersecurity threats that Sen-
ator Whitehouse was referencing.

Senator BLUMENTHAL. Well, let me ask you very directly. If there
were a requirement, for example, carrying out the policy that you
have just articulated so well that people ought to be given the
choice whether to share data or not, that Best Buy or L.L. Bean
should be required to get a consumer’s consent before they share
that information, law enforcement would be impacted in absolutely
no way.

Mr. BAKER. Well, I think if they agree to it—and I believe that
in many circumstances they do agree to it. When you accept the
terms of service, when you click “I agree” after you read or at least
see these long statements that are out there, that is a legally bind-
ing contract, and so

Senator BLUMENTHAL. Well, sometimes they do and sometimes
they do not. But my question to you really is separate and apart
from what the means of consent might be. It is whether law en-
forcement would have an interest or would be impacted—in other
words, to put it more directly, I would posit the theory that the law
enforcement of and the protection and security of the United States
of America would not be impacted if L.L. Bean or Best Buy would
be required to have a great big box requiring consumer consent be-
fore they share or sell this information, because it would not im-
pact the standard that you would need to go to a service provider
and seek the same information. You are in two separate realms of
legal accountability.

Mr. BAKER. I see what you are saying, Senator. Yes, I think that
is right. Obviously, we do investigate the kinds of crimes that you
are talking about, so we have an interest in what is being shared
and what information is out there and what information we have
to investigate the unlawful disclosure of. But I think you are right.
It at least puts us in no worse a position, but in terms of looking
at privacy and understanding what the rules of the road are with
respect to privacy, it is at least a legitimate area of inquiry.
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Senator BLUMENTHAL. Thank you.

Senator WHITEHOUSE. Senator Klobuchar.

Senator KLOBUCHAR. Thank you very much, Mr. Chairman.

Thank you to both of you for joining us today to talk about this
important topic. As a former prosecutor, I see both sides: the fun-
damental right to privacy, but also the way criminals can try to
take advantage of our respect for that privacy by claiming commu-
nications are protected and by making it very hard to get at things.
So that is the way I look at this and have had some interesting
times in my past jobs trying to get information.

I wanted to talk about, first of all, cloud computing. It was raised
by two other Senators, and I have been working in the last 6
months on a bill with Senator Hatch that we are going to put out
shortly, and I wondered if you could talk, Mr. Kerry, about how
Commerce is looking at that as you look at this bill and how you
are going to work cloud computing into ECPA as you move ahead.

Mr. KErRRrY. Thank you, Senator. We will be interested to work
with you on that bill.

The Obama administration has made cloud computing a priority,
and it is part of the technological initiatives that Federal agencies
have been directed under a Cloud First Initiative to move toward
cloud computing. It provides important economic advantages of
scalability, of efficiency, which, as the digital economy leads the
way to economic growth, is an important driver of innovation, of
economic growth, of our ability to compete in the world and to
outcompete and outinnovate the rest of the world. So that is an im-
portant driver here.

I spoke earlier—I do not recall whether you were here at the
time—about the concern among cloud computing companies about
leveling the playing field, about enabling them to provide the same
assurance of trust in both privacy and security that their competi-
tors have, both, you know, in the United States and around the
world. So aligning the law to consumer privacy expectations is an
important step toward that.

Senator KLOBUCHAR. Very good.

Mr. BAKER. What is the current law for data stored in the cloud
under the Privacy Act? And does the Justice Department have any
proposals for updating as it relates to that data?

Mr. BAKER. Well, the law—it depends on a lot of different facts
and circumstances. In particular, it depends upon whether the in-
formation is in transmission still or whether the transmission has
been completed and it has been received by the intended recipient
of the communication if you are talking about communications data
in the cloud. Obviously, you can store non-communications data in
the cloud as well—business records and other things that corpora-
tions, for example, might want to store with a third party, or indi-
viduals—photos, things of this nature.

So I think the answer is it depends upon the kind of communica-
tion that you are talking about, and I think different rules would
apply depending upon the amount of time that it has been stored
there, whether it is in transmission or not, things of this nature.
So it is a relatively complicated area.

Also, there is a key distinction in the law between content and
non-content, as we have been talking about, so if the Government
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wants non-content information, one set of rules applies. And if we
want content information, a different set applies.

Senator KLOBUCHAR. Okay. In your testimony you explained the
difference between cell site location, cell phone tower information,
and GPS location information, and you mentioned that some courts
seem to confuse the two. Your testimony states that since cell site
information is much less precise than GPS information, the burden
for law enforcement should be lower to obtain it.

It seems to me that the appropriate burden on law enforcement
depends heavily on the precision of the information. I was hoping
you could clarify just how precise the cell site information is. I have
had some experiences with this before when I was a prosecutor,
and I know that it gives a location within a cell tower’s area and
can often be as precise as giving location within a cell sector. But
how precise is it in real-world terms?

Mr. BAKER. So my understanding is that—again, we are talking
about a cell site, so one tower, and then that is divided up into sec-
tors. And so if the company has the information and it is available,
it can identify it with respect to the particular sector. As I men-
tioned earlier, it depends upon whether you are in a rural area, a
suburban area, or certain urban areas. And the ranges that I have
seen have been from 5 miles, so it “pinpoints” you within 5 miles
of where you are, to 1 to 2 miles as you get into a more heavily
populated area, to up to 100 yards. So that is the lowest amount
that I have seen, 100 yards.

A key thing also that I would suggest the Committee should
think about is not only the precision but also the issue with respect
to the voluntariness of the sharing of that information. So gen-
erally speaking, it is information that when you move around or
when you have a communication, when you move around through
certain sectors and certain areas, or when you have a communica-
tion, when you initiate a communication, that is when this data is
obtained. And so at least in our minds, it does bear similarities to
the type of pen register information that you collect when you are
at your home in your private residence and you decide to make a
phone call and you reveal something about where you are at that
date and time.

Senator KLOBUCHAR. Okay. Thank you very much.

Senator WHITEHOUSE. Before we conclude, I see Senator
Blumenthal is still here. Would you like to do a second round?

Senator BLUMENTHAL. I would, Mr. Chairman. I wonder if you
would like——

Senator WHITEHOUSE. No, why don’t you proceed? I have to be
here anyway, so I will wrap up.

Senator BLUMENTHAL. Thank you, Mr. Chairman. And thank you
again for your testimony.

I would like to pursue some of the areas that we began dis-
cussing relating to the consent provisions and the need and advis-
ability perhaps of restrictions. In your testimony, Mr. Baker, you
say there are no explicit restrictions on a provider disclosing non-
content information. Are there any restrictions, in your view?

Mr. BAKER. Well, one thing that comes to mind is the kinds of
documents that we were talking about earlier, so you could have
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a contractual limitation that the provider agrees to when you agree
to engage in that service. So that is one off the top of my head.

Senator BLUMENTHAL. I am sorry. When I asked the question, I
should have said that your testimony says that ECPA contains no
explicit restrictions, and I assume from your answer that that kind
of contractual provision is not in ECPA.

Mr. BAKER. That is correct. That is correct. As we discussed ear-
lier, I think with Senator Franken, there are other parts of law
that restrict other entities from disclosing certain types of data
that is comparable at least, so there are other parts of law that af-
fect that. But when we are talking about ECPA, there is no explicit
limitation.

Senator BLUMENTHAL. And in your view, are those protections
sufficient right now? Or should we consider it as part of this proc-
ess? I know that you have suggested it may be appropriate, but
given the administration’s interest in privacy for consumers, would
that be an appropriate area?

Mr. BAKER. Let me just first correct what I said. When I say
there is no limitations, that is on the non-content information, so
just to be clear about that.

The administration does not have a position yet on the exact an-
swer to this question, but we can see that it is a legitimate ques-
tion to ask. And so that is what we—you hear this all the time,
but we are happy to work with you to try to figure out what the
answer is here and whether additional protections are appropriate,
required—again, with trying to get the balance right between all
these different interests that we are trying to achieve—privacy, in-
novation, and security.

Senator BLUMENTHAL. Well, I would welcome and I do welcome
that willingness to work together. And I wonder whether there is
a task force or a working group within the administration that is
focusing on this issue, as often there is on matters of policy like
this one.

Mr. KERRY. Senator Blumenthal, in fact, there is. There is a Sub-
committee of the National Science and Technology Council, which
I co-chair with Assistant Attorney General Christopher Schroeder
of the Office of Legal Policy, that is carrying forward the work to
define what a privacy bill of rights should contain. We are actively
at work on that, digesting the comments that we have received on
the Commerce Department Green Paper and moving as quickly as
we can to an administration white paper that would flesh out these
questions and deal with a broad set of issues about commercial
data privacy.

Senator BLUMENTHAL. And I know that the President has talked
about a privacy bill of rights, which can mean a lot of things to a
lot of different people. But I would just suggest—and I would be
eager to work with you—that it should encompass this area which
is so vitally important to consumers and individuals who may have
no idea that very private information has been shared or sold by
entities with which they are doing business.

Mr. KERRY. Thank you, Senator. We are hard at work, and I as-
sure you that that is one of the topics we are working on.

Senator BLUMENTHAL. Thank you.

Thank you, Mr. Chairman.
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Senator WHITEHOUSE. Thank you, Senator Blumenthal.

Let me close first by thanking both of you for your service and
for your work on this issue. I think the testimony today has made
clear that there is a lot of work to be done, not only on our side
but also on the administration’s side in arriving at positions, which
I assume you consider to be an important part of the equation here.
I do not know if it is your position that you are going to raise
issues and we are going to resolve them all here without the ad-
ministration ever taking a position or if this is an area in which
you think the administration should take a position, but I am going
to assume the latter and hope that to be true.

With respect to the issue of cybersecurity, I am interested in any
information that either of you might be able to provide about the
timing of the conclusion of the interagency process, and the back-
ground to this question is that really I want to say over a year ago
the Senate Commerce Committee completed its work, led by Chair-
man Rockefeller and Senator Snowe, who both also serve on the In-
telligence Committee. Homeland Security I think also about a year
ago completed its work. I believe it has been nearly a year since,
with Senator Mikulski and Senator Snowe, I wrote the Intelligence
Committee Cyber Security Task Force report. And in order to pro-
ceed to repairing the gaps in our National cyber security, we need
to close on this issue. And it is very hard where there are discrep-
ancies between where one Committee or another wants to go to re-
solve those discrepancies without a position being taken by the ad-
ministration. And given the fact that the interagency process ap-
pears to have taken over a year at this point and that during that
time the discussions back and forth between the executive and leg-
islative branch have been reduced to, as best I can tell, zero but,
in any event, very, very slender channels of communication, I think
it is really important that we begin to open that up so that we can
begin to legislate in this area and do so in a meaningful way.

The folks who are attacking us are not waiting. I was visiting
with a CEO of an American energy company that announced a new
product on the media, and within the first 2 hours of that an-
nouncement, the CEQ’s personal e-mail had been attacked 60,000
times. And, clearly, there are forces outside this country who want
nothing more than siphon up all of our intellectual property that
they can so that they can compete with us using our own knowl-
edge against us, without paying for it, without licensing agree-
ments, without any of the sort of accoutrements of rule of law in
this area. And I would not be surprised if the number in terms of
the loss to the U.S. economy is in the trillions at this point. And
it is constant. It is thousands of attacks a minute, not thousands
of attacks a day.

And so when that is the timeframe of the attack, to spend a year
in an interagency process and shut down the engagement nec-
essary between the executive and legislative branches for that pe-
riod before we can go forward I think is a necessary process, but
it is one that is not without peril, and it is one that is not without
cost.

So the sooner we can bring it to its conclusion, the better off we
will be as a country, and the safer we will be. So I hope very much
you can provide some insight into when you think we might begin
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to re-engage on the cyber security bill, and even if the interagency
process is not concluded to its last final comma and period, at least
it will be sufficiently through its path that the administration feels
that it can begin to re-engage with us.

What can you tell me about that?

Mr. KERRY. Well, Senator Whitehouse, thank you. It is an urgent
process. I can tell you that that interagency process is winding up.
Both Mr. Baker and I have participated in a number of deputies
Committee meetings to resolve some of the top-line issues. The rest
of more detailed proposals are now in the final processes of circu-
lating interagency. So I do not want to put a date on it, particu-
larly with the prospect of a Government shutdown looming. But,
you know, I think we are very close, a matter of some weeks away
from being able to share proposals with Congress.

Senator WHITEHOUSE. I had not thought of it in the context of
the Government shutdown, but I guess you are right. Pretty signifi-
cant national security cost to precipitate with a Government shut-
down.

Mr. KERRY. I think so.

Senator WHITEHOUSE. Mr. Baker, anything to add?

Mr. BAKER. I am not sure exactly when the process will be fin-
ished. We have made substantial progress in the past period of
time. As you know well, these are very difficult issues. They raise
a lot of the same kinds of issues that we talked about today in
terms of security in a different context, but security, privacy, inno-
vation, all of these things are front and center in the cyber security
debate.

I agree with your assessment of the threat. It is very grave. We
need to move forward as expeditiously as possible. These are dif-
ficult issues to work our way through, and so we are doing that.
And I would say that we have made substantial progress in at least
teeing up a lot of these issues for decisionmakers to make a call
on. So I think there is a lot of work that has been done.

You may not feel as though it is a communication. I can tell you
that from our end it feels like you are shouting with a bullhorn.
So we have heard you that you want us to come up with proposals
quickly. I am referring to the whole Congress. We get that message
loud and clear, and so we are doing our homework and doing what
we need to do on our end so that we can have something that is
an administration position to come back to you with.

Senator WHITEHOUSE. For sure it will be this year, will it not?

Mr. BAKER. I beg your pardon, Senator?

Senator WHITEHOUSE. It will be for sure within this year, will it
not?

Mr. BAKER. I am not going to sit and swear to you in front of
the United States Congress

Senator WHITEHOUSE. You are not under oath.

Mr. BAKER. Yes, Okay.

[Laughter.]

Senator WHITEHOUSE. I am asking for your assessment of—I
mean, realistically.

Mr. BAKER. Realistically, I think yes. Yes.

Senator WHITEHOUSE. Okay, good. Because I think it is impor-
tant that we take up a cyber security bill this year and begin to
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move to repair some of the very wide open vulnerabilities that we
have that are being exploited to vast effect by our economic rivals
and our National security adversaries.

Let me close——

Mr. KERRY. And I would second that view, Mr. Chairman, for
what it is worth.

Senator WHITEHOUSE. Yes, thank you. Let me close by saying
that I really appreciate Chairman Leahy having called this hear-
ing. Many years ago he was involved very deeply in the drafting
of the original ECPA proposal. I think that the principles that he
brought to that debate and the determination with which he sought
through to a conclusion are lasting ones that should continue to in-
form what we do going forward and inspire us as we make these
corrections.

What has changed in the meantime has nothing to do with those
principles or with his personal determination to achieve the right
balance, but the landscape itself has changed as technology has
changed. And surfaces that used to be in shadow are now in sun-
light; surfaces that used to be in sunlight are now in shadow. We
have to adapt to those changes, but I do believe that we can bring
the same principles and the same desire for a sensible balance and
the same determination that Chairman Leahy showed when he
originally did it, and I think that will see us in good stead as we
work through the updates that intervening events have precip-
itated.

So I look forward to working with you on that. Thank you very
much for your testimony here today and for your work going for-
ward. We will keep the hearing open for an additional week in the
event that anybody wishes to add anything to the record—we will
keep the record of the hearing open for an additional week. We are
not going to keep the hearing open for an additional week.

The hearing is adjourned. Thank you.

[Whereupon, at 11:29 a.m., the Committee was adjourned.]

[Questions and answers and submission for the record follow.]
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QUESTIONS AND ANSWERS

Senate fudiciary Commitiee
Hearing on “The Electronic Communications Privacy Act: Government
Perspectives on Proteeting Privacy in the Digital Age”
April 6,2011

Questions for the Record from U.S. Senator Al Franken
for Associate Atterney General James A. Baker

1. You stated in your testimony that section 2702(c)(6) of the Electronic Communications
Protection Act, 18 U.S.C. 2702(c)(6), may be "insufficiently protective of consumer
privacy,” and suggested that "Congress could consider whether this rule strikes the
appropriate balance between providers and customers."

a. What, if any, role does section 2702(c)(6) play in the Department of Justice's law
enforcement operations?

Proposed DOJ response;

18 U.S.C. § 2702(c)(6) allows providers to disclose records and other information “to any
person other than a governmental entity,” without limitation. 18 U.S.C. § 2702(c)(6) (emphasis
added). Accordingly, providers cannot rely on subsection 2702(c)(6) when they wish to report a
crime to the Department, although they can rely on this provision to provide data to foreign
governments, for example. Indeed, foreign governments sometimes use this provision to obtain
voluntary <is-losure of information directly from U.S. providers that may.be used for their own
criminal investigations, because § 2702(c)(6)’s exclusion of “governmental entities” applies only
to departraents and agencies of the United States or any State or political subdivisions thereof.
See 18 US.C. § 2711(4) (defining “governmental entity™). Section 2702(c)(6) therefore can
allow foreign governments to obtain subscriber or customer records or information (but not
content of communications) without the assistance of the U.S. government, which may slightly
reduce the number of assistance requests that the Department of Justice receives from foreign
governments.

b. Is section 2702(c)(6) necessary for the Department of Justjce's law enforcement
operations? ’

Proposed DOJ response:

For the reasons discussed above, 18 U.S.C. § 2702(c)(6) is not necessary for the Department of
Justice’s law enforcement operations,
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Written Questions of Senator Patrick Leahy,
Chairman, Senate Committee On The Judiciary
to Associate Deputy Attorney General James Baker,
Hearing On “The Electronic Communications Privacy Act:
Government Perspectives on Privacy In The Digital Age”

CYBERSECURITY

1. One of the greatest challenges facing the Nation today is the need to develop
a comprehensive national strategy for cybersecurity. A key part of that strategy will be
how Congress properly balances the need for more information sharing to combat cyber
threats - within the Government, between the Government and private sector, and among
members of the private sector - with the need to protect personal privacy.

a. Section 2702 of ECPA provides guidelines for when private companies can
voluntarily share electronic communications infermation with the
Government. How does Section 2702 impact the way the Government
currently combats cybersecurity threats?

DOJ response:

At the outset, we agree that cybersecurity iz a critical challenge. As reflected in the
President’s 60-Day Cyberspace Policy Review, the Administration recognizes the importance of
cybersecurity and the challenges we face in protecting the Nation’s private sector and
Government networks from an array of threats and vulnerabilities. Information sharing is a vital
component of a successful cybersecurity strategy. Without a steady flow of information about
rapidly evolving cyber threats and vulnerabilities, both the private sector and the Government
will be ill-prepared to prevent and respond to damaging cyber incidents.

We have recetved anecdotal accounts from Federal incident response entities and
electronic communications and remote computing service providers suggesting that ECPA’s
restrictions on divulging the content of and records associated with stored communications
discourage private companies from sharing information that would assist legitimate
governmental and private sector cybersecurity efforts.

However, some of these sorts of disclosures reportedly are not occurring even when
sharing is not barred by ECPA. For example, we have been told that providers are sometimes
reluctant to share non-content records pertaining to cyber threats with other non-governmental
providers, even thongh section 2702 does not prohibit private sector sharing of non-content

2
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records at all. Thus, it is not altogether clear that ECPA is solely responsible for the private
sector’s reticence. Issues such as private sector competitiveness and aversion to assuming any
legal risk—no matter how remote—may also play a role.

b. Could this provisien, or other parts of ECPA, be improved to betfer protect
cyber security?

DOJ response:

Amendments to existing law should be made to facilitate information sharing for
information used to protect against cybersecurity threats, The Administration’s cybersecurity
legislative package includes a proposal intended to clarify the private sector’s ability to
voluntarily share cybersecurity threat information; however, the proposal would amend Title VI
of the U.S. Code (Domestic Security) rather than Title 18. It would lift ECPA’s restrictions on
information sharing between the private sector and the Government for information used to
protect computers from cybersecurity threats, subject to safeguards that would protect civil
liberties.

[ Should there be different standards under ECPA for when and how private
companies can voluntarily share electronic communications information
about cyber threats with the Government, verses when and how such
information can be voluntarily shared among members of the private sector?

DOJ response:

Both the private sector and the Government play critical roles in cybersecurity. The private
sector owns and operates the vast majority of the information systems in the United States and,
accordingly, has a primary stake in addressing cybersecurity threats; however, the Government
has unique incident response capabilities that may be vital to effectively attributing and
neutralizing such threats and to recovery and reconstitution efforts. Moreover, to the extent that
privacy concerns may be cited as a reason to distinguish between private-to-private and private-
to-government information sharing regimes, we note that privacy concerns are raised by both;
nevertheless, when subject to appropriate safeguards, the Nation is better situated to address
cyber threats when the private sector and the Government incident response efforts are at parity
and informed by similar information. While we believe strongly that we should encourage
voluntary sharing by the private sector with the Government, and recognize the importance of
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private-to-private sharing, it is important to note that sharing among private sector entities can
raise anti-competitiveness and antitrust concerns in certain circumstances.

LOCATION INFORMATION

2. In 1983, the Supreme Court' held that the police may track suspects by using an
electronic beeper without first ebtaining a search warrant. Do you believe that the
privacy interests implicated by the Government’s use of an electronic beeper to obtain
location information are different than the interests implicated when the Government
obtains GPS or cell site location information, and if so, why?

Propoesed DOJ response:

The Department believes different types of location information may implicate different
privacy interests. As your question notes, the Supreme Court has held that the use of a tracking
device to monitor the highway movements of a vehicle does not implicate the Fourth
Amendment. Similarly, the majority of courts have held that cell-phone users have no
reasonable expectation of privacy in providers” historical cell-site location records, both because
that information is used to provide service and is retained by wireless carriers as routine business
records and because of its relative lack of precision (see response to Question 4 below).

Conversely, the Department recommends that prosecutors obtain a warrant based on
probable cause before requiring providers to disclose ongoing precise location data generated
using GPS technology embedded in a particular cell phone. ’

3. During the hearing, you testified that not all location informatien is subject to the
same legal standard under ECPA, in terms of when and how the Government can obtain
such informatien. For example, you noted that the Department’s policy is to seek a search
warrant in order to obtain GPS location information. But, the Department’s policy is to
seek a court order to obtain cell site location information. While it is true that cell site
location information is somewhat less precise than GPS location data, cell site location
information does provide location information that is within a very limited area around a
particular cellular tower. Given this, are the privacy and law enforcement interests in cell
site location information significantly different from the privacy and law enforcement
interests in GPS location information, and if so, why?

YU S v. Knows, 460 U.S. 276 (1983).
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Proposed DOJ response:

See the response to Question 2 above,

4. You also testified that the legal standards for obtaining location information could vary,
depending upon whether an electronic communications device is being used in a Fourth
Amendment-protected area, or in an unprotected area. In the case of cell site location
information:

a. Should the legal standard for the Government to obtain this information vary
depending upon whether a cell phene is being used in a private, rather than
public area?

Proposed DOJ response:

As stated above, cell-site location information is information that a phone provider uses
to provide service and retains in its ordinary course of business about which of its cell towers,
and usually which of three pic-slice “sectors” covered by that tower, provided service to a user’s
phone when the user placed or received a call, text message, or data transfer. The legal standard
that the Government may use to obtain such “communication-related” cell-site location
information should not depend on whether a cell phone is being used in a private, rather than a
public area. First, cell-phone providers collect communication-related cell-site location
information in the ordinary course of tireir business and rely on this information to route their
subscribers’ phone communications. Because the providers collect this information in order to
provide service to their subscribers, individuals who choose to use cellular phones do not have a
privacy interest in this information vis-a-vis their providers, even when they are using their
phones in a private space. Accordingly, no heightened legal standard is required when the
government obtains cell-site information from providers about cell phones that are located in
private spaces. Indeed, this comports with the rules that have long applied to the use of phones
in homes. In light of the Supreme Court’s decision in Smith v. Maryland, 442 U.S. 735 (1979)
(Fourth Amendment does not apply to collection of numbers dialed and other activity indicating
use of a phone within a home) and Congress’s passage of the Pen Register statute in 1986, the
same standard applies whether the phone is located inside a home or on the public street.

Second, cell-site location information is not sufficiently precise to reveal a phone’s
location within a particular private space. Accordingly, based on the Supreme Court’s reasoning
in United States v. Karo, 468 U.S. 705 (1984), the government’s collection of cell-site location
information would not invade a phone user’s privacy interests, even when the phone happens to
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be located in a private space, because the cell-site location information would not allow the
government to know it is in any private space, let alone a particular private space.

For both of these reasons, the Department of Justice believes that the legal standard for
obtaining cell-site location information should not vary depending on whether a cell phone is
being used in a private area, rather than a public one.

b. Does your answer turn on whether the Government can use the location
information to track an individual in real-time, as would be the case with a GPS

tracking device?

Proposed DOJ response:

We understand this question to be asking whether the legal standard for cell-site location
information should be different where the government obtains cell-site information on an
ongoing basis and can use this information to monitor an individual’s general but non-specific
whereabouts in a continuous manner. Cell-site location information rarely, if ever, provides the
government with a continuous or near-continuous stream of information about an individual’s
location over an extended period of time because the information stream typically available for
disclosure to the government includes only the cell-site information for a limited set of events—
for example, when the phone user makes or receives a phone call or sends or receives a text
message. In this sense, and in others, cell-site location information is unlike the information
generated by a GPS tracking device.  As set forth above, cell-site location information records
are generated and used by the provider in the ordinary course of its business, and they do not
provide a cell phone’s precise location. Therefore, the legal standard for obtaining
communication-related cell-site information should not be based on whether the Government
obtains cell-site information in real time.

¢. Would it matter whether the cell site location information to be obtained was
historical or prospective?

Proposed DOJ response:

The Department believes that the Fourth Amendment does not require the government to
obtain a warrant for call-related celi-site location information, regardless of whether that
information is historical or prospective. This conclusion is particularly clear in the case of
historical cell-site location information. When the government obtains historical cell-site
location information from a phone provider, it is simply obtaining business records that the
provider generated and kept in the ordinary course of business. Although these records may
pertain to a particular phone subscriber, that subscriber will not have seen these records [and
likely will not even know the specific information they contain, though it is reasonable to expect
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that they recognize such information exists as a product of the mobile nature of the service
provided]. Rather, these records are simply business records of the provider that contain
technical information (such as the tower used to handle a call) that the provider generated and
recorded in order to route communications to and from the subscriber. A phone subscriber
cannot have a reasonable expectation of privacy in these provider business records, any more
than the subscriber could assert a Fourth Amendment interest in other business records that the
provider generates about the subscriber for its own business purposes, such as records about the
subscriber’s billing history or interactions with customer service personnel. (See also response
to Question 4(a) above.)

5. Today, many personal electronic devices, such a smart phones, contain GPS location
technology.

a. Is it the Department’s view that the Government must obtain a search warrant
in order to access location information from a smart phone or other electronic
communications device that contains GPS tracking capabilities?

Proposed DOJ response:

When the government obtains physical possession of a smart phone or other electronic
communications device, the government’s search of that phone must comply with the
requirements of the Fourth Amendment. Because numerous courts have concluded that cell
phones are closed containers, the Department of Justice recommends that the government obtain
a warrant before conducting this kind of search, unless an exception to the warrant requirement
(such as consent or exigent circumstances) applies. In addition, see the response to Question 2
above.

b. Does your answer change depending upon whether the electrenic
communications device is being used in a private or public area?

Proposed DOJ response:

See above.
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Written Questions of Senator Patrick Leahy,
Chairman, Senate Committee On The Judiciary
to Department of Commerce General Counsel Cameron Kerry,
Hearing On “The Electronic Communications Privacy Act:
Government Perspectives on Privacy In The Digital Age”

CLouD COMPUTING

1. Recently, the Commerce Department released a report entitled “Commercial Data
Privacy and Innovation in the Internet Economy,” that recommended, among other
things, that the Administration address the privacy protections needed for cloud
computing.

a.  How does the current uncertainty in the law about the privacy protections for
cloud computing impact American businesses?

Respense: My testimony and that of private sector representatives before this Committee in
September 2010, discussed the benefits of cloud computing for American businesses.! As
defined by the Commerce Department’s National Institute of Standards and Technology, cloud
computing is “a model for enabling ubiquitous, convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal management effort or service provider interaction. This
cloud model promotes availability and is composed of five essential characteristics, three service models,
and four deployment models.™ According to Gartner, Inc., cloud computing was a $59 billion
marketplace in 2009, with revenues predicted to increase to $150 billion in 2014. Itis important
to the retooling and regrowing of the domestic economy and to the competitiveness of American
businesses globally.

Research on the willingness of both business and consumers to use cloud computing shows trust
is an important barrier.” As I testified last September, in an April 2010 Harris Interactive poll, 50
percent of the adults surveyed had limited interest in using cloud-based services or applications.’
Of those surveyed, 81% expressed concerns about the security of those services. And in a 2009

228mithTestimony pdf; Statement of James X. Dempsey, Center for Democracy & Technology, at 6, available ar
http://judiciary.senate. gov/pdf7 10-09-22Dempsey Testimony. pdf.

* NIST Special Publication 800-145 “The NIST Definition of Cloud Computing (Draft)”, available at
hitp:/iesre.nist.gov/publications/drafts/800-145/Draft-SP-800-145_cloud-definition.pdf.

* Andrew Hickey, “Cloud Computing Services Market to Near $150 Billion in 2014, CRN, June 22, 2010, available
at http:/www.crn.com/news/channel-programs/225700984/cloud-computing-services-market-to-near-1 50-billion-
in-2014 htm.

* See Department of Commerce Green Paper, “Commercial Data Privacy and Innovation in the Internet Economy,”
at 13, available at http://www.ntia.doc.govireports/20 ZIPTE. Privacy GreenPaper 12162010 pdf.

* Harris Interactive, “Cloud Computing — Are Americans Ready?” (Apr. 21, 2010), available at

http://www harrisinteractive com/NewsRoom/HarrisPolls/tabid/44 7/ctl/ReadCustom®e20Defaultmid/ 1 508/ A rticlel d
80/Default.aspx.
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survey conducted for Microsoft, more than 90 percent of those surveyed expressed reservations
about the privacy and security of personal data stored in the cloud.®  While cloud computing
services have experienced robust growth in recent years, customer privacy concerns are one
factor that stakeholders will need to further address in the future.

International rules can contribute to uncertainty about the rules applicable to cloud computing
because of competing legal requirements and potential restriction on the transfer of data across
borders. Two Canadian provinces --, British Columbia and Nova Scotia -- passed laws in 2004
and 2006 respectively, prohibiting personal data held by public sector entities from being stored
outside of Canada. The reason given for adopting these laws was unfounded concern that the
PATRIOT Act would give the U.S. government undue access to information on Canadian
citizens stored in the United States. In comments on the Department of Commerce’s Notice of
Inquiry on consumer privacy, Salesforce.com cited several foreign country restrictions on
transborder data flow, including the British Columbia and Nova Scotia laws. Salesforce.com
noted that in addition to the barriers that these laws create, they have fostered the misperception
that private and public sector organizations not subject to the laws are prohibited from using
U.S.-based cloud computing services. The company also stated that the resulting confusion has
“at times, prevented outright sales of enterprise cloud services.” In 2011, the privacy authority
in the German State of Schleswig-Holstein concluded that the transborder transmission of
German citizens’ personal information for storage outside the European Union likely violates
German privacy law, and that storage in the United States is likely illegal for a variety of
reasons, including very significantly the paucity of privacy laws in the United States.® That
decision would, at a minimum, raise the costs for U.S. firms to offer cloud-based services in
Germany or other countries that adopt similar requirements as these firms duplicate server
locations. Trading partners such as India, Saudi Arabia and United Arab Emirates have
threatened to restrict market access for certain firms which do not comply with onerous data
security restrictions. While these threats have been resolved on an ad hoc basis thus far,
countries (e.g. India) are contemplating new rules and requirements which could result in
preferential treatment for local data providers at the expense of U.S. firms.

International privacy protection laws can significantly affect American businesses in another
way as well. An American business that stores data in the United States and has a presence in a
foreign country must follow United States law and also navigate the foreign court system’s
demands for information. For example, the local employees of U.S. companies are often
threatened with jail if they do not produce data stored in the United States and protected by U.S.
laws. If the business cannot follow both sets of laws simultaneously, it may be forced to choose
among being sanctioned by the foreign country, leaving the foreign country, and moving data
outside the United States.

© See September 2010 Statement of Cameron Kerry, at 10.

7 Comments of Salesforce.com, at 2, in Information Privacy and Innovation in the Internet Economy, Docket No,
100402174-0175-0) (filed June 9, 2010), available ar hitp://www.ntia.doc.gov/comments/ 1004021 74-01 75-

0 l/attachments/Salesforce%20Comments.pdf._See also Fred H. Cate, “Provincial Canadian Geographic Restrictions
on Personal Data in The Public Sector,” at 13-16 (2008).

® Dr. Thilo Wiechert, “Cloud Computing & Data Privacy,” at 6-7 (Feb. 201 1), available at

bttps://www datenschutzzentrum,defcloud-computing/261006 1 7-cloud-computing-and-data-privacy.pdf.
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b. How does the current uncertainty in the law about privacy protections for cloud
computing impact American consumers?

Respense: The impact on consumers is a mirror image of the impact on businesses. As noted in
our Privacy Green Paper, trust is necessary to secure the full potential of the Internet as a
political, economic, educational, and social medium.” In the digital economy, enterprises operate
with private information, and consumers must be able to trust that enterprises will operate in
accordance with their expectations of privacy. To the extent consumers pass up cloud-based
services because of uncertainties about the privacy protections afforded, they will not enjoy the
benefits that cloud services can provide to them.

Variance in privacy protection across the country adds o uncertainty about whether information
in the cloud is as secure and private as information in other environments. Opened emails may
receive greater profection in the 9™ Circuit that in other federal jurisdictions; after Warshak,
emails will be more “private” in the 6™ Circuit than in other jurisdictions. As a result, the
privacy protection afforded to an individual’s communications may turn on the accidents of
where the individual lives or where his or her information is stored. A clear set of rules that are
consistent with 21™ century consumer experiences and expectations that also appropriately take
into account public safety and other stakeholder needs could diminish this uncertainty.

c. How does the current uncertainty in the law about the privacy protections for
cloud computing impact internet service providers, and other companies offering
could computing services?

Response:

As a general matter, the impact on Internet service providers (ISPs) is similar to that of other
businesses that provide computing services. Indeed, as forms of access to the Internet and the
varieties of services offered by ISPs multiply, the distinctions diminish. Nevertheless, email
remains the most widely-used form of stored electronic content subject to the Stored
Communications Act, extensively discussed in my testimony, Associate Deputy Attorney
General Baker’s, and that of other witnesses in September. Since most ISPs also offer email
among their services, their business model and relationship with the customers who store email
communications with them are especially affected by uncertainties about the scope of protection
afforded to those emails under the Stored Communications act and the Fourth Amendment .

USE OF INFORMATION FOR COMMERCIAL PURPOSES

2. The Electronic Communications Privacy Act does not prohibit Internet Service Providers
from sharing consumer information for commercial purposes, if the consumer gives his
or her consent. But, [ am concerned that this consent could be obtained through
complicated user agreements that consumers may not fully understand. Should ECPA be

® Green Paper, at 13.
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amended to prohibit, or restrict, the disclosure and/or use of personal information for
commercial purposes?

Response: The Administration has urged Congress to enact a “consumer privacy bill of rights”
with a comprehensive set of fair information practice principles to provide baseline consumer
data privacy protections.'® As the Department of Commerce noted in our Privacy Green Paper,
consumers may not have enough information about the ways in which providers use and disclose
their personal information to make informed choices about whether, or on what terms, to grant
consent." We therefore recommended adopting principles to promote greater transparency
between service providers and their customers, including “simple notices, clearly articulated
purposes for data collection, commitments to limit data use to fulfill these purposes, and
expanded use of robust audit systems to bolster accoumabﬂity,”iz

In my testimony before this Committee on April 6, I stated that, for online information as in the
physical world, the legal protection and procedures should be determined by reference to a
number of factors, including the privacy expectations of the parties involved, who has access to
or control of the information, and the reasonable needs of law enforcement and national security.
It is consistent with this principle that the extent to which individuals allow third-party access to
their data is relevant to drawing standards under ECPA. What kinds of third-party access to
electronic data service providers can or cannot allow, what forms of consent should be required,
and what other rights consumers should have are questions best resolved in the context of
comprehensive consumer privacy legislation that can address the full range of consumer privacy
and business competitiveness issues, rather than in the context of law enforcement access.

1® See Testimony of NTIA Administrator Lawrence E. Strickling before the Senate Committee on Commerce,
Science, and Transportation, Mar. 16,2011, at 6, available at

hitp//commerce. senate. gov/public/Za=Files. Serve&File_id=9¢90bd89-deb9-42¢3-a8b7-659¢ 1 26b&fad.

" Green Paper, at vi.

P 1d at4.
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Good afternoon, Chairman Leahy, Ranking Member Grassley, and Members of the
Committee. Thank you for the opportunity to testify on behalf of the Department of Justice
regarding the Electronic Communications Privacy Act (ECPA). ECPA, which includes the
Stored Communications Act and the Pen Register statute, is part of a set of laws that controls the
collection and disclosure of both content and non-content information related to electronic
communications, as well as content that has been stored remotely. These laws serve two
functions. They are critical tools for law enforcement, national security, and cyber security
activities, and they arc essential for protecting the privacy interests of all Americans.

ECPA has never been more important than it is now. Because many criminals, terrorists
and spies use telephones or the Internet, electronic evidence obtained pursuant to ECPA is now
critical in prosecuting cases involving terrorism, espionage, violent crime, drug trafficking,
kidnappings, computer hacking, sexual exploitation of children, organized crime, gangs, and
white collar offenses. In addition, because of the inherent overlap between criminal and national
security investigations, ECPA’s standards affect critical national security investigations and
cyber security programs.

ECPA has three key components that regulate the disclosure of certain communications
and related data. First, section 2701 of Title 18 prohibits unlawful access to certain stored
comrnunications; anyone who obtains, alters, or prevents authorized access to those
communications is subject to criminal penalties. Second, section 2702 of Title 18 regulates
voluntary disclosure by network service providers of customer communications and records, both
to government and non-governmental entities. Third, section 2703 of Title 18 regulates
government access to stored communications; it creates a code of criminal procedure that federal
and state law enforcement officers must follow to compel disclosure of stored communications.
ECPA was initially enacted in 1986 and has been amended repeatedly since then, with substantial
revisions in 1994 and 2001,

Mr. Chairman, the Department of Justice is charged with the responsibility of enforcing
the laws, safeguarding the constitutional rights of Americans, and protecting the national security
of the United States. As such, we welcome these hearings on this important topic. We
appreciate the concerns that some in Congress, the courts, and the public have expressed about
ECPA. We know that some believe that ECPA has not kept pace with technological changes or
the way that people today communicate and store records, notwithstanding the fact that ECPA
has been amended several times for just that purpose. We respect those concerns, and we
appreciate the opportunity to discuss them here today. We also applaud your efforts to undertake
a renewed examination of whether the current statutory scheme appropriately accommodates
such concerns and adequately protects privacy while at the same time fostering innovation and
economic development. It is legitimate to have a discussion about our present conceptions of
privacy, about judicially-supervised tools the government needs to conduct vital law enforcement
and national sccurity investigations, and how our statutes should accommodate both. For
example, we appreciate that there are concerns regarding ECPA’s treatment of stored
communications — in particular, the rule that the government may use lawful process short of a

2
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warrant to obtain the content of emails that are stored for more than 180 days. We are ready and
willing to engage in a robust discussion of these matters to ensure that the law continues to
provide appropriate protections for the privacy and civil liberties of Americans as technology
develops.

As we engage in that discussion, what we must not do — either intentionally or
unintentionally — is unnecessarily hinder the government’s ability to effectively and efficiently
enforce the criminal law and protect national security. The government’s ability to access,
review, analyze, and act promptly upon the communications of criminals that we acquire
lawfully, as well as data pertaining to such communicatioas, is vital to our mission to protect the
public from terrorists, spies, organized criminals, kidnappers, and other malicious actors. We are
prepared to consider reasonable proposals to update the statute — and indeed, as set forth below,
we have a few of our own to suggest — provided that they do not compromise our ability to
protect the public from the real threats we face.

Significantly, ECPA protects privacy in another way as well: by authorizing law
enforcement officers to obtain evidence from communications providers, ECPA enables the
government to investigate and prosecute hackers, identity thieves, and other online criminals.
Pursuant to ECPA, the government obtains evidence critical to prosecuting these privacy-related
crimes.

1. ECPA Plays a Critical Role in Protecting Public Safety.

The government is responsible for catching and punishing criminals, deterring crime,
protecting national security, and guarding against cyber threats. The government also plays a
significant role in protecting the privacy and civil liberties of all Americans. The government
enforces laws protecting privacy, and pursues cyber criminals and others who engage in identity
theft and other offenses that violate privacy laws. Over the decades, government access to
certain electronic communications, including both content and non-content information, has
become even more important to upholding our law enforcement and national security
responsibilities.

Pursuing criminals and tracking national security threats, however, is no simple task. Not
only does the rapidly changing technological environment affect individual privacy, it also can
impact adversely on the government’s ability to investigate crime and respond to national
security and cyber threats. As originally enacted, ECPA endeavored to establish a framework for
balancing privacy and law enforcement interests — and to do so notwithstanding technological
change. But the actual pace of change puts pressure on that framework that has in the past
necessitated periodic amendments to it. As noted above, we look forward to working with the
Congress to assess whether amendments to ECPA are appropriate at this time to keep pace with
changes in technology.
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It is important to understand both the kind of information that the government obtains
under ECPA and how that information is used in criminal investigations. Under ECPA, the
government may compel service providers to produce both content and non-content information
related to electronic communications. It is obvious that the contents of a communication — for
exaniple, a text message related to a drug deal, an email used in a fraud scheme, or an image of
child pornography - can be important evidence in a criminal case. But non-content information
may be equally important, particularly at the carly stages of a criminal or national security
vestigation.

Generally speaking, service providers use non-content information related to a
communication to establish a communications channel, route a communication to its intended
destination, or bill customers or subscribers for communications services. Service providers
often collect and store such records in order to operate their networks and for other legitimate
business purposes. Non-content information about a communication — also referred to as
“metadata” - may include information about the identity of the parties to the communication, the
time and duration of the communication, and the communicants’ location. During the early
stages of an investigation, it is often used to gather information about a criminal’s associates and
eliminate from the investigation people who are not involved in criminal activity. Importantly,
non-content information gathered early in investigations is often used to generate the probable
cause necessary for a subsequent search warrant. Without ready access to non-content
information, it may be impossible for an investigation to develop and reach a stage where agents
have the evidence necessary to obtain a warrant for a physical search.

In my September 22, 2010, testimony before the Committee, I discussed several examples
of how ECPA currently assists law enforcement in accomplishing our mission to protect public
safety. For the sake of completeness of the record before the Committee in this Congress, 1
repeat them below.

Here is one example of how communications metadata can help in an investigation. In
April 2010, a Sheriff’s Office Uniformed Patrol Lieutenant in Baton Rouge, Louisiana attempted
to stop a suspect. The suspect shot the Licutenant through the neck and fled. An investigation
later identified the suspect, and agents obtained an arrest warrant for attempted first degree
murder of a police officer. In their efforts to locate and arrest the suspect, officers determined
that the suspect used several cell phones to communicate with his girlfriend and other associates.
Officers used ECPA subpoenas and court orders to the cell phone companies to obtain the
suspect’s calling records and location records. This information ultimately allowed officers to
confirm the suspect’s location.

As a second example, in a DEA investigation in 2008, investigators seized approximately
$900,000 from a tractor trailer during a traffic stop in Detroit. After gaining the cooperation of
the driver, the DEA identified a number of cellular telephones with “Push-To-Talk” features that
were being used to contact organizational leaders in Mexico. Telephone toll record analysis
along with additional investigation revealed a pattern of switching cellular telephones to avoid

4
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detection and law enforcement interception. This technique effectively prevented the agents
from obtaining the authority to conduct wiretap intercepts on these phones. The DEA was still
able to use ECPA process to obtain cell site data to identify members of the criminal organization
near Detroit. Obtaining this non-content information was critical to this outcome. Without the
use of telephone toll record data, cell site information, and pen register data, the DEA would not
have been able to identify these dangerous drug traffickers.

ECPA legal process has also proven instrumental in thwarting child predators. In a recent
undercover investigation, an FBI agent downloaded images of child pornography and used an
ECPA subpoena to identify the computer involved. Using that information to obtain and execute
a scarch warrant, agents discovered that the person running the server was a high school special-
needs teacher, a registered foster care provider, and a respite care provider who had adopted two
children. The investigation revealed that he had sexually abused and produced child
pornography of 19 children: his two adopted children, cight of their friends, three former foster
children, two children for whom he provided respite care, and four of his special needs students.
This man pleaded guilty and is awaiting sentencing.

One final example illustrates how communications scrvice providers’ records are
important not only to regular criminal investigations, but also to keeping our law enforcement
officers safe. Recently, a homicide detective in Prince George’s County reported that, at 2:00
a.m., he and his partner were chasing a man wanted for a triple murder. Consistent with ECPA,
they made use of cell tower information about the fugitive’s mobile phone. Having this
information immediately accessible increased officer safety and allowed them to marshal
effectively available law enforcement resources. They successfully captured the fugitive in nine
hours without placing officers, or the public, at undue risk.

These are only a few examples of how ECPA has become a critically important public
safety tool. The Department of Justice thinks it is important that any changes to ECPA be made
with full awareness of whether, and to what extent, the changes could adversely affect the critical
goal of protecting public safety and the national security of the United States. For example, if an
amendment were unduly to restrict the ability of law enforcement to quickly and efficiently
determine the general location of a terrorist, kidnapper, child predator, computer hacker, or other
dangerous criminal, it would have a very real and very human cost.

Congress should also recognize that raising the standard for obtaining information under
ECPA may substantially slow criminal and national security investigations. In general, it takes
longer for law enforcement to prepare a 2703(d) order application than a subpoena, and it takes
longer to obtain a search warrant than a 2703(d) order. In a wide range of investigations,
including terrorism, violent crimes, and child exploitation, speed is essential. In drug
investigations, where targets frequently change phones or take other steps to evade surveillance,
lost time can eliminate law enforcement’s ability to collect useful evidence.
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1L Portions of ECPA May Be Appropriate for Further Legislation or
Clarification.

ECPA was enacted in 1986, but it has been amended on numerous subsequent occasions
in light of the advance of technology and privacy concerns. Congress amended its provisions as
recently as 2009; substantial revisions occurred in 1994 and 2001.

As we previously have testified, the Department of Justice stands ready to work with the
Committee as it considers changes to portions of ECPA and the Pen Register statute (which was
also enacted as part of the Electronic Communications Privacy Act in 1986). Although the
Department does not endorse any particular legislative changes in today’s testimony, we discuss
matters that may be appropriate for amendment and the problems we see in those areas. In
particular, this testimony addresses eight separate issues: the standard for obtaining prospective
cell-site information, providing appellate jurisdiction for ex parte orders in criminal
investigations, clarifying the standard for issuing 2703(d) orders, extending the standard for non-
content telephone records to other similar forms of communication, clarifying the exceptions in
the Pen Register statute, restricting disclosures of personal information by service providers,
provider cost reimbursement, and the compelled disclosure of the contents of communications.

(1) Prospective cell-site information

One appropriate subject for further legislation is the legal standard for obtaining, on a
prospective basis, cell tower information associated with cell phone calls. Cellular telephones
operate by communicating through a carrier’s infrastructure of fixed antennas. For example,
whenever a user places or receives a call or text message, the network is aware (and makes a
record) of the cell tower and usually which of three pie-slice “sectors™ covered by that tower
serving the user’s phone. This information, often called “cell-site information,” is useful or even
critical in a wide range of criminal cases, even though it reveals the phone’s location only
approximately (since it can only place the phone somewhere within that particular “cell” and
sector). It is also often useful in early stages of criminal or national security investigations, when
the government lacks probable cause for a warrant.

The appropriate legal standard for obtaining prospective cell-site information is not
entirely uniform across the country. Judges in many districts issue prospective orders for cell-site
information under the combined authority of a pen/trap order under the Pen Register statute and a
court order under ECPA based upon “specific and articulable facts.” (CALEA prohibits
providers from making wircless location information available “solely pursuant” to the Pen
Register statute.) Starting in 2005, however, some magistrate and district judges began rejecting
this approach and holding that the only option for compelled ongoing production of cell location
information is a search warrant based on probable cause. Courts’ conflicting interpretations of
the statutory basis for obtaining prospective cell-site information have created uncertainty
regarding the proper standard for compelled disclosure of cell-site information, and some courts’
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requirement of probable cause has hampered the government’s ability to obtain important
information in investigations of serious crimes. Legislation to clarify and unify the legal standard
and the proper mechanism for obtaining prospective cell-site information could eliminate this
uncertainty.

It should be noted that cell-site information is distinct from GPS coordinates generated by
phones as part of a carrier’'s Enhanced 911 Phase Il capabilities. Such data is much more precise,
although wireless carriers generally do not keep it in the ordinary course of business. When the
government seeks to compel the provider to disclose this sort of GPS data prospectively, it relies
on a warrant.  When prosccutors scek to obtain prospective E-911 Phase I geolocation data
(such as that derived from GPS or multilateration) from a wireless carrier, the Criminal Division
of the Justice Department recommends the use of a warrant based on probable cause. Some
courts, however, have conflated cell site location information with more precise GPS (or similar)
location information.

(2) Appellate jurisdiction for ex parte orders in criminal investigations

A second potential topic for legislation is to clarify the basis for appellate jurisdiction for
denials of warrants or other ex parte court orders in criminal or national security investigations.
Appellate review scrves to clarify the law. Differences among district courts are typically
resolved through review by a court of appeals, and the normal way to resolve differences among
courts of appeals is through Supreme Court review. But under existing law, the government may
have no mechanism to obtain review of the denial of a court order or search warrant, even when
the denial is based primarily on questions of law rather than questions of fact.

The lack of clear jurisdiction for appeals of denials of ex parte orders in criminal cases
has led to some confusion in the federal courts. For cxample, although there are numerous
written opinions from magistrates and district courts on hybrid orders for prospective cell-site
information, there remains no appellate authority addressing this issue. Congress could examine
this issue further.
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(3) Clarifying the standard for issuing 2703(d) orders

A third potentially appropriate topic for legislation is to clarify the standard for issuance
of a court order under § 2703(d) of ECPA. ECPA provides that the government can use a court
order under § 2703(d) to compel the production of non-content data, such as email addresses, [P
addresses, or historical location information stored by providers. These orders can also compel
production of some stored content of communications, although compelling content generally
requires notice to the subscriber.

According to the statute, “[a] court order for disclosure... may be issued by any court that
is a court of competent jurisdiction and shall issue only if the governmental entity offers specific
and articulable facts showing that there are reasonable grounds to believe that the contents of a
wire or electronic communication, or the records or other information sought, are relevant and
material to an ongoing criminal investigation.” 18 U.S.C. § 2703(d).

Until recently, no court had questioned that the United States was entitled to a 2703(d)
order when it made the “specific and articulable facts” showing specified by § 2703(d).
However, the Third Circuit recently held that because the statute says that a 2703(d) order “may”
be issued if the government makes the necessary showing, judges may choose not to sign an
application even if it provides the statutory showing. See In re Application of the United States,
620 F.3d 304 (3d Cir. 2010). The Third Circuit’s approach thus makes the issuance of § 2703(d)
orders unpredictable and potentially inconsistent; some judges may impose additional
requirements, while others may not. For example, some judges will issue these orders based on
the statutory “reasonable grounds” standard, while others will devise higher burdens.

In considering the standard for issuing 2703(d) orders, it is important to consider the role
they play in early stages of criminal and national security investigations. In the Wikileaks
investigation, for example, this point was recently emphasized by Magistrate Judge Buchanan in
the Eastern District of Virginia. In denying a motion to vacate a 2703(d) order directed to
Twitter, Judge Buchanan explained that “at an early stage, the requirement of a higher probable
cause standard for non-content information voluntarily released to a third party would needlessly
hamper an investigation.” In re 2703(d), 2011 WL 900120, at *4 (E.D. Va. March 11, 2011).

Other statutes and rules governing the issuance of legal process, such as search warrants
and pen/trap orders, require a magistrate to issue legal process when it finds that the United
States has made the required showing. The Third Circuit’s interpretation of § 2703(d), under
which a court is free to reject the government’s application even when it meets the statutory
standard, is at odds with this approach. Legislation could address this issue.
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(4) Extending the standard for non-content telephone records to other similar forms of
communication

A fourth potential subject for legislation is the standard appropriate for compelling
disclosure of addressing information associated with communications, such as email addresses.
Traditionally, the government has used a subpocna to compel a phone company to disclose
historical dialed number information associated with a telephone call, and ECPA has followed
this practice. However, ECPA treats addressing information associated with email and other
clectronic communications differently from addressing information associated with phone calls.
Although an officer can obtain records of calls made to and from a particular phone using a
subpoena, “to” and “from” addressing information associated with email can be obtained only
with a court order or a warrant. This results in a different level of protection for the same kind of
information (e.g. addressing information) depending on the particular technology (e.g. telephone
or email) associated with it.

Addressing information associated with email is increasingly important to criminal
investigations as diverse as identity theft, child pornography, and organized crime and drug
organizations, as well as national security investigations. Moreover, email, instant messaging,
and social networking are now more common than telephone calls, and it makes sense to
examine whether there is a reasoned basis for distinguishing between the processes used to
obtain addressing information associated with wire and electronic communications. In addition,
it is fmportant to recognize that addressing information is an essential building block used early
in criminal and national security investigations to help establish probable cause for further
investigative techniques. Congress could consider whether this is an appropriate area for
clarifying legislation.

(5) Clarifying the exceptions in the Pen Register statute

A fifth potential topic of legislation is to clarify the exceptions to the Pen Register statute.
The Pen Register statute governs the collection of “dialing, routing, addressing, or signaling
information” associated with wire or electronic communications. This information includes
phone numbers dialed and “to” and “from” fields of email. In general, the statute requires a court
order authorizing such collection on a prospective basis, unless the collection falls within a
statutory exception.

It makes sense that a person using a communication service should be able to consent to
another person monitoring addressing information associated with her communications, For
example, a person receiving threats over the Internet should be able to consent to the government
collecting addressing information that identifies the source of those threats. And indeed, the Pen
Register statute does contain an exception for use of a pen/trap device with the consent of the
user. But there is an issue with the consent provision: it may only allow the use of the pen/trap
device by a provider of electronic communication service, not the user or some other party

9
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designated by the user. So in the Internet threats example, the provider is the ISP, not the victim
herself or the government. If the provider is unwilling or unable to implement the pen/trap
device, even with the user’s consent, the statute may prohibit the United States from assisting the
victim. Clarifying the Pen Register statute on this point may be appropriate.

(6) Restricting disclosures of personal information by service providers

A sixth potentially appropriate topic for legislation is the disclosure by service providers
of customer information for commercial purposes. Under § 2702(c)(6) of ECPA, there are
currently no explicit restrictions on a provider disclosing non-content information pertaining to a
customer or subscriber “to any person other than a government entity.” This approach may be
insufficiently protective of customer privacy. Congress could consider whether this rule strikes
the appropriate balance between providers and customers.

(7) Provider cost reimbursement

A seventh potential subject for legislation is ECPA’s § 2706 cost reimbursement
provision. Currently, ECPA docs not require the government to pay providers when it obtains
“telephone toll records and telephone listings” from a communications commen carrier, unless
the information obtained is unusually voluminous or burdensome. Other than this narrow
category of information, ECPA requires the government to pay providers for producing
information under ECPA.

As an initial matter, ambiguity has arisen in the phrase “telephone toll records and
telephone listings,” as most users now have nationwide calling plans. Some phone service
providers claim that because of the billing methods they use, they do not maintain “toll records”
or “telephone listings,” and thus they seek payment for all compliance with legal process.
Legislation could clarify this issue.

In addition, as criminals, terrorists, spies and other malicious actors shift from voice telephone to
other types of electronic communications, the category of “telephone toll records and telephone
listings,” is diminishing in importance. Moreover, the cost to law enforcement to pay providers
for responding to subpoenas is substantial. For example, it is not unusual for the United States to
be billed $40.00 by a provider merely to produce a customer’s name, address, and related
identifying information. Congress may wish to consider the extent to which it remains
appropriate to require law enforcement agencies to pay for records of non-telephone forms of
communication.

(8) Compelled disclosure of the contents of communications

Finally, the eighth and last potentially appropriate topic for legislation is the standard for
compelling disclosure of the contents of stored communications. As noted above, we appreciate
that there are concerns regarding ECPA’s treatment of stored communications — in particular, the
rule that the government may use lawful process short of a warrant to obtain the content of
emails that are stored for more than 180 days. Indeed, some have argued recently in favor of a

10
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probable cause standard for compelling disclosure of all such content under all circumstances.
Because communication services are provided in a wide range of situations, any simple rule for
compelled disclosure of contents raises a number of serious public safety questions. In
considering whether or not there is a need to change existing standards, several issues are worthy
of attention.

First, current law allows for the acquisition of certain stored communications using a
subpoena where the account holder receives prior notice. This procedure is similar to that for
paper records. If a person stores documents in her home, the government may use a subpoena to
compel production of those documents. Congress should consider carefully whether it is
appropriate to afford a higher evidentiary standard for compelled production of electronically-
stored records than paper records.

Second, it is important to note that not all federal agencies have authority to obtain search
warrants. For example, the Securitics and Exchange Commission (SEC) and Federal Trade
Commission (FTC) conduct investigations in which they need access to information stored as the
content of email. Although those entities have authority to issue subpoenas, they lack the ability
to obtain search warrants. Raising the standard for obtaining stored email or other stored
communications to a search warrant could substantially impair their investigations.

Third, Congress should recognize the collateral consequences to criminal law
enforcement and the national security of the United States if ECPA were to provide only one
means — a probable cause warrant — for compelling disclosure of all stored content. For example
in order to obtain a search warrant for a particular email account, law enforcement has to
establish probable cause to believe that evidence will be found in that particular account. In
some cases, this link can be hard to establish. In one recent case, for example, law enforcement
officers knew that a child exploitation subject had used one account to send and receive child
pornography, and officers discovered that he had another email account, but they lacked evidence
about his use of the second account.

>

Thus, Congress should consider carefully the adverse impact on criminal as well as
national security investigations if a probable cause warrant were the only means to obtain such
stored communications.

11
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In conclusion, these topics appear appropriate for further clarification or legislation, but I
want to emphasize that Congress should take care not to disrupt the current balance of interests
that is reflected in ECPA. ECPA is complex because our nation’s communications systems are
complex, and because governing the government’s access to that system must resolve competing
interests between privacy, innovation, international competitiveness, public safety and the
national security in many different contexts. When making changes to ECPA, public safety,
national security, and legitimate privacy interests must not be compromised.

The Department of Justice stands ready to work with the Committee as it considers
whether changes to ECPA are called for. But we urge Congress to proceed with caution.
Congress must protect privacy and foster innovation, but it also should refrain from making
changes that would unduly impair the government’s ability to obtain critical information
necessary to build criminal, national security, and cyber investigations.

Law enforcement agents and prosecutors have extensive experience with actual
application of ECPA, and this experience can serve as an important resource in evaluating the
tangible impact of changes to ECPA. We appreciate the opportunity to discuss this issue with
you, and we look forward to continuing to work with you.

This concludes my remarks. I would be pleased to answer your questions.

12
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Government Perspectives on Protecting Privacy in the Digital Age
Wednesday, April 6, 2011

Chairman Leahy, thank you for calling this hearing today to examine the Electronic
Communications Privacy Act. This hearing provides us the opportunity to hear the government's
view on the need to reform this law, which also includes the Stored Communications Act and the
criminal pen register and trap and trace statute.

This hearing comes on the heels of a September 2010 hearing that this committee held on the
same topic. At that hearing, the Departments of Justice and Commerce both testified about the
need for our laws to keep pace with technological developments. Both witnesses agreed that
technology has changed significantly since Congress passed the law in 1986, but neither witness
offered a proposal to amend the law. The hearing focused largely upon changes sought by private
sector businesses and interest groups that have formed a coalition seeking to reform the law by
ex.anding privacy protections.

[ agree that we in Congress need to work to ensure that our laws are up to date and do not
negatively impact business innovation and development. We also need to address legitimate
privacy concerns.

[ also believe we need to hear from the law enforcement community to ensure that we don't limit
their ability to obtain information necessary to catch criminals and terrorists who use electronic
communications to further their crimes. This statute, just like the PATRIOT Act, has specific
meanings and definitions and any amendment requires careful consideration to ensure that we do
not create loopholes that make it harder for law enforcement to do their jobs and allow criminals
and terrorists to operate with impunity.

Today's hearing offers us an opportunity to follow-up with both departments. It is my
understanding that no legislative proposal has been put forward or has been endorsed by the
administration. Instead, the witnesses will point out areas where changes could be made to bring
clarity to the law.

I'm interested to hear from the Department of Justice regarding what changes they view as
necessary and what they feel will harm investigations. [ also want to hear from the Department
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of Commerce what changes they feel arc 12 asrary i cnsure that we remain competitive'in a
global economy and how reforming our privacy laws r:ould enhance business opportunities. That
said, there is clearly a tension between the two points and that was how we arrived at the current
law. The 1986 statute was a carefully crafted compromise in Congress that struck the balance
between privacy and law enforcement access. Replicating that balance will be the key to any
possibility of successtul legislation.

The proposed changes put forth by the Digital Due Process Coalition are the only guidepost we
have to start this discussion. After an initial read, I have some concerns about how this proposal
will impact the way the Department of Justice currently operates. That coalition has proposed
increasing the standard of proof for obtaining certain information from electronic
communications providers.

This proposal seeks to increase current law to an across the board requirement that criminal
investigators obtain a warrant based upon probable cause before obtaining electronic
communications. Under this proposal, this standard would apply to both content and non-content
information, including subscriber information and location information.

Given that the Supreme Court has long held that an individual has no reasonable expectation of
privacy in information that he or she provides to a third party, this change raises a number of
questions. First, how far should Congress go in creating new privacy protections for third party
held documents?

The coalition proposal wants to apply new protections to electronic and wire communications,
but where does it stop? Should it go further and apply to bank records for instance? Should it
also include hotel records or rental car records?

Further, the proposal raises other quesiions about how the department would be able to quickly
operate on fast moving investigations such as terrorism, violent crime, drug trafficking, and child
pornography crimes. Obtaining a search warrant takes more time to obtain than a subpoena for
records. How will this impact cases where time is of the essence?

Further, how would the federal courts handle the increased volume of search warrant
applications? Would this require an increase in the number of federal judges in the judiciary?
What about magistrate caseloads? These are important questions we should consider before we
take action to amend this law.

In addition to the questions that arise in response to the proposed changes to the Electronic
Communications Privacy Act, we should also discuss some other issues that are substantially
related. First, we should consider what additional privacy restrictions should be placed upon
providers. In the written testimony, the Department of Justice states that there are no restrictions
on providers for disclosing non-content information to third parties. Should we consider adding
such a restriction?

Another area of concern is the growing problem referred to by FBI Director Mueller as "going
dark”. This involves not the legal authority of law enforcement to obtain electronic records or
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communications, but the ability of service providers to provide law caiorcemant real-time access
to communications for wiretap purposes. Director Mueller has testified that a growing gap exists
in the ability to collect information after a court order is obtained.

I think that if we are considering amending standards to obtain this information, we should
simultaneously be working to ensure that these same providers are granting law enforcement the

necessary access.

We have a lot to discuss and I look forward to asking the witnesses some questions.
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General Counsel
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Committee on the Judiciary
United States Senate

“The Electronic Communications Privacy Act:
Government Perspectives on Protecting Privacy in the Digital Age”

April 6, 2011
I. Introduction.

Chairman Leahy, Ranking Member Grassley, and Members of the Committee, thank you
for the opportunity to testify on behalf of the Commerce Department to discuss updating the
Electronic Communications Privacy Act of 1986 (ECPA). [ am pleased to again appear before
you with the Department of Justice.

The Administration fully understands the Committee’s rationale for reexamining ECPA.
In the twenty-five years since ECPA was enacted, there has been a revolution in how Americans
communicate and in how they transmit, manipulate, and store records and information. As this
Committee wisely stressed in 1986, privacy protections “must advance with technology” or
privacy will “gradually erode as technology advances.”! Indeed, the rapidly changing
technological environment raises not only privacy and civil liberties issues -~ it also presents
challenges for law enforcement and national security personnel as they seek to prevent terrorism,
espionage, and other criminal and malicious acts from being committed online and in the
electronic world. To ensure that ECPA continues to accommodate privacy, civil libertics,

innovation, the needs of law enforcement and national security, and other important interests, the

law must not remain static as technology, business practices, and consumer behavior change.

'S. Rep. No. 99-541, at 5, reprinted in 1986 U.S.C.C.AN. 3555, 3559.
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Since Mr. Baker and | testified before this Committee last September, the Department of
Commerce and the Department of Justice have been working together to develop a specific set of
legislative proposals to share with you. We have not completed this process, but we continue to
discuss options for possible ECPA amendments.

1I. Private Sector Stakeholders’ Perspectives on Our Current ECPA Framework.

The Internet-based digital economy has sparked tremendous innovation. During the past
fifteen years, networked information technologics — personal computers, mobile phones, wireless
connections and other devices — have transformed our social, political, and economic landscape.
A decade ago, going online meant accessing the Internct on a computer in your home, most often
over a copper-wire telephone line. Today, “going online” also includes smartphones, tablets,
portable games, and interactive TVs, with numerous companies developing global computing
platforms in the “cloud.”

These powerful and exciting developments also raise new privacy and civil liberties
issues and new challenges for law enforcement. For this reason, the Commerce Department’s
Internet Policy Task Force has been charged with identifying and developing a privacy
framework for Internet-based communications that meets the needs of the 21% century
information economy. On April 23, 2010, we released a Notice of Inquiry on “Information
Privacy and Innovation in the Internet Economy,” which prompted more than seventy comments.
Although this Notice of Inquiry did not mention ECPA, multiple commenters highlighted a
critical need to reexamine the statute.” Those comments, as well as information gathered in

various listening sessions, called attention to the impact of technological changes on ECPA.

2 See, e.g., Google Comments, at 4, in Request for Reply Comments on Information Privacy and Innovation in the
Internet Economy, Docket No. 101214614-0614-01 (filed Jan. 28, 201 1), available at
httprfwww.atiadoc.govicomments/101214614-0614-
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On December 16, 2010, the Commerce Department published ECPA findings (among
other proposals) in a report entitled “Commercial Data Privacy and Innovation in the Internet
Economy: A Dynamic Privacy Framework” (a copy of which is attached for the record). Our
report contained the following recommendation:

The Administration should review the Electronic Communications Privacy Act,

with a view to addressing privacy protection in cloud computing and location-

based services. A goal of this effort should be to ensure that, as technology and

market conditions change, ECPA continues to appropriately protect individuals’

expectations of privacy and effectively punish unlawful access to and disclosure

of consumer data.

In response to this recommendation, the Commerce Department received further written

comments from industry and consumer groups. All comments endorsed updating ECPA.*

0 Vattachments/FINA L CommentsonDepartmentofCommercePrivacyGreenPaper?2003).pdf (Google Comments).
For convenience, all subsequent citations to “Comments” or “Reply Comments™ refer to pleadings submitted on
]anuary 28, 2011 in Docket No. 101214614-0614-01. See also Microsoft Comments, at 10-11, available at
/ c.govicomments/101214614-0
fattachments/ thmxo 19020Comments¥e200n%2
Digital Due Process Coalition Comments , at 26-27 (filed June 14, 2010), available at

Jwww.antiadoc govicomments/ 1004021 74-0175-
fattachments/Digital®20Due%20Process% 6 20Coalition420Comments.pdf (DDPC Comments); Comments of
AT&T, Inc., at 34-35, available at hitp://www.ntiadoc. govicomments/ 1012146140614~
O/attachments/ACE320.pdf (AT&T Commems) Commcnts of the American Civil Liberties Union Comments, at
10-1 1, available ar http:/fwww ntia.d
O 1/attachments/Final%20Commere 7()L ()mnmms‘)ﬁm(l.idnuan % 7()2()1 1902000%20DNT.pdf
(ACLU Comments); Center for Democracy and Technology, at 5-6, available at
htipfwww . ntia.doc.gov/comments/ 1012146 14-0614-0attachments/CDT% 2 0privacy®e20commenis. pdf;
(CDT Comments); Computer and Communications Industry Assaciation Comments, at 4-7, available at
htip/www ntiadoc. govieomments/ 1012146 14-0614-0 1 /attachments/CCIAY20C ommerce20C omments pdf
(CCIA Comments); Deirdre K. Mulligan Comments, at 3 (June 14, 20!0), avu/lahle at
‘www.ntia.doc.govicomments/ 1004021 74-0175-
fattachments/Deirdre2s20K %2 E%20Mulligan?t20Comments%2 Epdt (Mulligan Comments); Information
Technology and Innovation

Commercee20Privacy % 20Green%20Paper 62 (- %620 inal.pdf;

Foundation, at 6 (June 14, 2010), available at hitp://www.ntia.doc.gov/comments/ 100402 1 74-0175-
01/

tachments/ITIF%20Comments% 2 Epdf.

* In response to the Commerce report’s ECPA recommendation, supportive comments were submitted by eBay, Inc.,

Net Choice, Privacy Rights Clearinghouse, AT&T, Verizon, ACLU, General Electric, Microsoft, Google, Electronic
Frontier Foundation, World Wide Web Consortium, and the Computer & Communications Industry Association,
among others. All comments are available here: hitp://www pntia.doc govicomments/101214614-0614-01/. In
addition, the following companies and consumer groups have publically called for simplifying, clarifying, and
unifying the ECPA standards, in response to changes in technology and new services and usage patterns: AOL,
Amazon, Data Foundry, Facebook, Hewlett-Packard, Intel, Intuit, Qwest, Salesforce.com, American Library

3
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Commenters drew attention to privacy issues surrounding new technologies, noting that the laws
permitting government access to Internet communications (and records associated with customer
accounts) under certain conditions prompt consumer concerns about the privacy and security of
their online personal data. Commenters also stressed that “[cjompliance with ECPA’s.
requirements should not depend on the nature of the tcchnology, but rather on the nature of the
information sought and on Congressional determinations about consumers’ reasonable

. . 254
expectations of privacy.

AT&T pointed out that ECPA’s provisions have been interpreted
inconsistently, raising the specter of liability and the possibility that a vast amount of personal
information generated by today’s digital communications services may not be protected in the
same ways as comparable information in other forms.’

Commenters also reminded us of the social importance and economic value of recent
digital communications innovation and new types of information, such as geolocation data
collected from cell phones and content (text, voice, and video) stored online and accessible from
anywhere on the Internet. These technologics allow companies tremendous flexibility in how
they manage and store data, relate to customers, and assemble their workforces. They also

provide new avenues for everything from forming friendships to organizing for political

advocacy. As the Committee heard from the private sector panel on this issue last September,

Association, Americans for Tax Reform, Citizens Against Government Waste, Consumer Action, Future of Privacy
Forum, NetCoalition, Software and Information Industry Association, TechAmerica, TechFreedom, and the
Telecommunications Industry Association,

* Comment of Verizon and Verizon Wireless, at 14, available at http//www.niia.doc govicomments/ 1012146 14-
0614-

Ol/attachments/01%2028%201 1%20Verizon %20 Verizon% 20 Wireless%620Comments® s 20N TIA % 20Privacy® 20N
OLpdf. See also Mulligan Comments, supra note 2, at 3

> AT&T Comments, supra note 2, at 34 (“It is reasonable to conclude that law enforcement and private sector actors
such as ISPs and other service providers in the telecommunications and technology sectors, would benefit from
specific guidance on how, to what extent, and by what means law enforcement may properly request and obtain
access to the data collected incidental to the scrvices that are provided.”).

4

12:36 Nov 22,2011 Jkt 070856 PO 00000 Frm 00058 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\70856.TXT SJUD1

PsN: CMORC

70856.030



VerDate Nov 24 2008

55

uncertainly about how ECPA applies to these types of data may hinder the adoption of new
technologies by individuals and businesses and may impede innovation.®

The revolution in how Americans communicate and how they transmit, manage, and
store information continues at an accelerating pace. Internet traffic in the United States alone
approaches three petabytes per month (that is a three followed by fifteen zeros), and is growing
by 40 - 50 percent annually.” This astonishing flow of traffic reflects how the Internet has
become the communications medium of choice for most Americans, especially younger
Americans. Increasingly, emails, mobile text messages, and documents stored and shared
online are replacing letters, phone calls, and desktop computing. The traffic includes not only
email messages, but also friend updates, photo comments and tags, and status changes; storage
mvolves photos and videos, as well as emails and documents. Moreover, as one commenter
pointed out, as Internet usage intensifies, Americans leave a myriad of “traceable trails online ~
the websites we’ve visited, the search terms we’ve used.”®

IIl. ECPA Should Reflect Changes in Technelogy and Consumer Uses and the Needs of
Law Enforcement and National Security.

At September’s hearing, Mr. Baker and I agreed that these changes in technology,
businesses practices, and consumer habits and expectations naturally raise the question whether
changes in ECPA are needed to ensure that the balance originally struck in 1986 between

privacy, law enforcement, and national security needs remains fair and appropriate today.

® See The Electronic Communications Privacy Act: Promoting Security and Protecting Privacy in the Digital Age:
Hearing Before the Senate Comm. on the Judiciary, 111" Cong., 2d Sess., at 4 (2010) (statement of Brad Smith,
General Counsel, Microsoft Corporation), available at hitp://judiciary.senate gov/pdf10-09-22Smith Testimony.pdf:
id., at 14 (Statement of James X. Dempsey, Vice President for Public Policy, Center for Democracy & Technology),
available at http://judiciary.senate.gov/pdff10-09-22DempseyTestimony.pdf. See also Comments of AT&T, supra
note 3, at 34 (noting that “heightened uncertainty may stifle innovation™).

Umvcrslty of Minnesota, “Minnesota Internet Traffic Smd!cs. available at htp//www dic.ymn.edw/mints/.

¥ Reply Comments of NetChoice, at 19, available ar hiip:/iwww.ntia.dog.govicommenty/ 1012146 14-0614-
0 l/attachments/NetChoice%20Comments%s 200n%20Commerce%20G reen%e20Paper%0F INAL pdf.
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Today, the Administration supports the Committee’s decision to consider this question and looks
forward to engaging with you and other Members of Congress in the task.

ECPA itsclf embodies Congress’s recognition that the law must adjust as technology
advances. When Congress enacted the landmark Wiretap Act in 1968, it specifically excluded
transmission of data from that statute’s protection against interception. In 1986, Congress
extended these protections to data transmissions because “[iln the intervening years, data
transmission and computer systems have become a pervasive part of the business and home

»9

environment.”” As Mr. Baker pointed out in September, Congress substantially amended ECPA

twice since 1986 to ensure that its provisions “evelved to account for changing times.”'*

There is another reason why your ongoing reexamination of ECPA is timely. In recent
years, a number of courts have struggled to apply the law to a rapidly changing communications
environment. One result has been several decisions that create uncertainty and confusion for
consumers, law enforcement, the business community, and the Nation’s innovators. [ would
like to discuss two recent cases.

The first case, a September 2010 decision by the U.S. Court of Appeals for the Third
Circuit, concerns the procedures and standards by which law enforcement agencies may obtain
certain cell location information.!! There have been a series of decisions from district courts and
magistrates on this issue, without any consensus about what the law including section 2703(d) of

ECPA requires. The Third Circuit was the first appellate court to consider the question. It

concluded that a court may refuse to issue an order pursuant to section 2703(d) to enable the

® H. Rep. No. 99-647, at 21, 99" Cong,, 2d Sess. (1986).

*° The Electronic Communications Privacy Act: Promoting Security and Protecting Privacy in the Digital Age:
Hearing Before the Senate Comm. on the Judiciary, 111" Cong., 2d Sess., at 6 (2010 (statement of James A. Baker,
Associate Deputy Attorney General, United States Department of Justice), available at
htip:/fjudiciary senate. gov/pdf/ 10-09-22 BakerTestimony.pdf.

' dpplication of the United States, 620 F.3d 304 (3d Cir. 2010).

6

12:36 Nov 22,2011 Jkt 070856 PO 00000 Frm 00060 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\70856.TXT SJUD1

PsN: CMORC

70856.032



VerDate Nov 24 2008

57

government to obtain cell location information, even if the government satisfies the legal
standard set forth in that section.'> At the same time, the Third Circuit articulated no clear
standards to guide lower courts’ exercise of the discretion it accorded them. " Congress should
examine ECPA’s standards and procedures concerning government access to such information,
and ensure that principled reasons continue to support those standards and procedures.

The second case is United States v. Warshak, a December 2010 decision in which the
U.S. Court of Appeals for the Sixth Circuit held that, under certain circumstances, an individual
has a Fourth Amendment-protected privacy interest in private emails, even when those emails
are in the possession of a third-party. The court reasoned that “{a]s some forms of
communications begin to diminish, the Fourth Amendment must recognize and protect nascent
ones as they arise.”" The Sixth Circuit wrote that email “plays an indispensible part in the
Information Age,” and it “requircs strong protection under the Fourth Amendment . . A

The Warshak court also relied in part on the Supreme Court’s June 2010 decision in City
of Ontario v. Quon,'® which considered the reasonableness, under the Fourth Amendment, of the
city’s audit of text messages that Quon transmitted via a city-provided communications service.
In considering whether Quon had a reasonable expectation of privacy in those messages, the
Court acknowledged that *“cell phones and text message communications are so pervasive that
some persons may consider them to be essential means or necessary instruments for self-

217

expression, even self-identification. It also noted, however, that “employees who need cell

214 at 315-316.

B 1d. at 316-319.

¥ United States v. Warshak, 631 F.3d at 284, 286.

B 1d. at 286.

% 1d. at 286 (quoting Quon, 130 S.Ct. 2619, 2630, 2631 (2010)).
Y Quon, 130 S.Ct. at 2630.
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phones or similar devices for personal matters can purchase and pay for their own.”™!

Ultimately, the Court did not resolve the privacy issue; instead, the Court assumed without
deciding that Quon had a reasonable privacy interest in text messages conveyed over the city-
provided communications service.' It nevertheless held that the city’s audit of those messages
was reasonable because, among other things, the audit of *Quon’s employer-provided pager was
not nearly as intrusive as a scarch of his personal e-mail account or pager, or a wiretap on his
phone line, would have been.”>

Warshak is the law only in the Sixth Circuit, and the U.S. government is determining
whether to seck Supreme Court review. Until such time as the Court squarely addresses the
issue, the law as to what protcction the Fourth Amendment affords to the messages and other
customer content transmitted and stored electronically will be unsettled, and the resulting
uncertainty will create challenges for consumers, businesses, and law enforcement. As Congress
reassesses ECPA, one clear goal should be establishing clear and consistent rules in the area for
the new communications marketplace.

The Internet offers users the ability to store and access information content anywhere
across the Web (what ECPA called ‘remote computing’) with equal ease as was traditionally
done on a user's local computer. An important subject for legislative consideration is whether
there should be identical statutory protections regardless of whether a user stores information on
a provider’s computer or locally in the user’s own computer.

In determining whether to modify ECPA’s current framework with respect to customer

content, Congress should be guided by two overarching considerations. First, there should be a

18 Id.
19 IdA
® 1d. at 2631.
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principled relationship between the legal protections and procedures that apply to law
enforcement access to electronic information (including both content and customer identification
and transactional information) and the legal protections and procedures for comparable materials
in the physical world. What those legal protection and procedures are should be determined by
reference to a number of factors, including the privacy expectations of the parties involved, who
has access to or control of the information, and the reasonable needs of law enforcement and
national sccurity.

Second, the legal protection afforded to electronic content should not turn simply on
factors that are disconnected from ordinary citizens’ reasonable privacy interests. As
Senator Cardin noted at September’s hearing, one may question whether the so-called 180-day
rule — the notion that privacy protection accorded to an electronic message should be different
180 days after it is sent from the protections that apply on day 181 ~ should continue to be the
law. If Congress wants to revisit this issue, as in the physical world, the appropriate level of
privacy protection for online information should flow from an assessment of other factors,
including the expectation of privacy surrounding the mode of communication used in connection
with the content, who has access and use of that information, and the interests of law
enforcement and national security.

These considerations, of course, cannot by themselves define the appropriate legal
protection for electronic content. Close questions remain on which reasonable minds can differ.

The resolution of those questions will require Congress once again to strike a fair balance
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between the competing interests, including privacy, the needs of law enforcements and national
sceurity, innovation, and international competitivcncss.zl

Applicable rules should also recognize the need of law enforcement and national security
agencies’ timely and effective access to content needed to enforce the law and to protect the
public, especially in circumstances where such access is time-sensitive.  The Fourth Amendment
applies most clearly to materials in my home, including content stored on my home computer. [f
law enforcement agents wish to seize my computer from my home, without my consent or the
consent of someone clse with access to and control over my home, under most circumstances,
they must first obtain a warrant. Alternatively, they could issue a subpoena commanding me to
bring my computer to them. In either case, there are opportunities for a court to review, or for an
affected individual to challenge, the sufficiency of law enforcement’s basis for access. By
contrast, one criticism of ECPA is that, although government must notify the targeted individual
if it seeks content from a service provider subject to ECPA without a warrant, it can delay notice
to the individual for a considerable period of time upon a demonstration that the notified
individual is likely to destroy evidence, threaten witnesses, flee, or cause some other adverse
result spetled out in the statute.” Any rule or procedure must accommodate exigent

circumstances; there are conditions that justify not informing an individual in the midst of an

21 See Baker Testimony, supra note 10, at 7; The Electronic Communications Privacy Act: Promoting Security and
Protecting Privacy in the Digital Age: Hearing Before the Senate Comm. on the Judiciary, 111" Cong,, 2d Sess., at
2 (2010) (statement of Cameron F. Kerry, General Counsel United States Department of Commerce), available at
hitn:/iudiciary.senate. govipd#10-09-22Kerry Testimony pdf.

2 See Warshak v. United States, 490 F.3d 455, 468-469, 475 (6" Cir. 2007), vacated, 532 F.3d 521 (6" Cir. 2008)
(government’s attempt to seize emails from an ISP without a warrant was unlawful because defendant did not have
adequate notice and an opportunity to challenge). In the Warshak litigation, the defendant was not aware that the
government had seized some of his emails for more than a year after the seizure occurred. See id. at 460. See also
Orin Kerr, “A User's Guide to the Stored Communications Act, and a Legislator’s Guide to Amending 1t,” at 31
(2004), available at http://papers.ssn.con/sold/papers.cfm?abstract_id=421860.

10

12:36 Nov 22,2011 Jkt 070856 PO 00000 Frm 00064 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\70856.TXT SJUD1

PsN: CMORC

70856.036



VerDate Nov 24 2008

61

ongoing criminal or national security investigation, such as kidnappers, child molesters, or

forcign spies.

IV.Conclusion.

Thank you again for inviting the Department of Commerce to testify on this important
issue. As I stated last September, in cstablishing a clear and predictable privacy framework for
electronic communications, ECPA contributed to the explosion in electronic communications
that has produced enormous economic and social benefits for our nation over the last quarter
century. Today, the communications revolution ECPA helped to fuel has produced new
technologies, new services, new usage patterns, and new habits and expectations that require
close examination of ECPA. The task is to determine whether additional changes are now
needed to enhance privacy and to enable the government to carry out its law enforcement and
national sccurity responsibilities, so that in the future, as in the past, ECPA will provide a well-
marked road map for providers, law enforcement, and citizens, and will enable further innovation
and growth in technology, the digital economy, and society. The Department stands ready to
work with this Committec in that effort.

That concludes my remarks, Mr. Chairman. [ would be happy to answer any questions

from you and other members of the Committee.
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Staten.. o of

The Honorable Patrick Leahy

United States Senator
Vermont
April 6, 2011

Statement Of Senator Patrick Leahy (D-V1.),

Chairman, Senate Committee On The Judiciary

Hearing On

"The Electronic Communications Privacy Act:
Government Perspectives on Privacy In The Digital Age”
April 6,2011

Today, the Committee holds a timely and important hearing on the Federal Government's use of
the Electronic Communications Privacy Act (ECPA) -- one of the Nation's premier digital
privacy laws. The Electronic Communications Privacy Act has been a bridge between legitimate
law enforcement needs and the privacy rights of Americans. When the Committee held its first
hearing on ECPA reform last September, I said that while there is general agreement that ECPA
has become outdated by vast technological advances and changing law enforcement missions
since the law's initial enactment, the question of how best to update this law has no simple
answer.

Congress is considering many different approaches to ECPA reform, but a few core principles
should guide our work. Meaningful ECPA reform must carefully balance privacy rights, public
safety and security. Reforms must also encourage American innovation and instill confidence in
American consumers, law enforcement and the business community.

For many years, ECPA has provided vital tools to law enforcement to investigate crime and to
keep us safe. At the same time, this law has been crucial to safeguarding Americans' digital
privacy rights. With the explosion of cloud computing, social networking sites and other new
technologies, determining how best to bring this privacy law into the Digital Age will be one of
Congress's greatest challenges.

While still a useful tool for our Government, today, ECPA is a law that is hampered by
conflicting standards that cause confusion for law enforcement, the business community and
American consumers alike. For example, the content of a single e-mail could be subject to as
many as four different levels of privacy protections under ECPA, depending on where it is
stored, and when it is sent. There are also no clear standards under that law for how and under
what circumstances the Government can access cell phone or other mobile location information
when investigating crime or national security matters.

Today's hearing is an opportunity for this Committee to examine how these and other
shortcomings impact the Government's ability to fight crime and protect national security. We
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will also examine the L:overnment's views 2bout variovs proposals being considered by. Congress

to update this privacy law.

I am pleased that we will hear from the General Counsel of the Department of Commerce, who
has unique insights into the impact of ECPA on American innovation. I am also pleased that we
will also get the views of the Department of Justice, which relies upon ECPA to carry out its
vital law enforcement and national security duties.

1 thank both of our witnesses for appearing today. I look forward to a good discussion.

H#HHH
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The Honorable Patrick J. Leahy The Honorable Charles E. Grassley

Chairman Ranking Member

United States Senate Committee on the Judiciary United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building 152 Dirksen Senate Office Building
Washington, D.C. 20510 Washington, D.C. 20510

Dear Chairman Leahy and Ranking Member Grassley:

As public interest groups dedicated to limited, Constitutional government, we write to urge Congress to extend
the Fourth Amendment’s protections to Internet-based “cloud” and mobite location services. Specifically,
Congress should amend outdated U.S. laws origi.ally intended to protect citizens against unwarranted law
enforcement access to their private information held electronically by third parties. The laws protecting such
information, while robust at the time of their enactment, have been eroded by technological change. By closing
the resulting gaps in legal protection, Congress can restore Americans” individual liberties in the digital age and
ensure the Internet remains a powerful engine of economic growth, while preserving the tools needed by law
enforcement investigations and removing legal uncertainty that may hamper law enforcement’s effectiveness.

Bringing the Fourth Amendment into the Digital Age

Among the chief causes of the American Revolution was widespread outrage at the use of “general warrants™
and “writs of assistance” by British officers to conduct searches and seizures without judicial oversight.'

George Mason’s Virginia Declaration of Rights, adopted mere months before the U.S. Declaration of
Independence,” set forth the basic warrant requirements for lawful searches that were ultimately cnshrined in the
Fourth Amendment—which protects our “persons, papers and effects™ from such arbitrary invasion by requiring
law enforcement to obtain warrants issued by a court upon a showing of probable cause.

The Fourth Amendment’s protection of the “right of the people to be secure ... against unreasonable searches
and seizures” is the crown jewel of our constitutional libertics and our greatest bulwark against tyranny. Yet
most U.S. courts have declined to extend Fourth Amendment protection to digital “papers” stored with third
partics, even those reasonably expected to remain private. In 1986, Congress attempted to fill this gap with the
Electronic Communications Privacy Act (ECPA), which remains the primary federal law governing law
enforcement access to electronic communications.
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For its time, ECPA was a forward-looking, iiseily-enhanuig catuie. But new technologies have changed how
individuals and businesses communicate in profound ways unforeseeable in 1986. For example, with storage
costs plummeting,’ more and more sensitive information once stored locally (and protected by the Fourth
Amendment) is being stored remotely (where it is only partially protected by ECPA). Mobile phones track
users’ movement to support a variety of beneficial services and applications—yet under ECPA, this locational
data may be obtained by law enforcement without a search warrant.

Congress has tried—-unsuccessfully—on several recent occasions to update ECPA to keep pace with
technological change. In October 2000, for instance, the Republican-controlled House Judiciary Committee
voted 20-1 to approve reforms very similar to what we propose here.® Unfortunately, that legislation never
made it to a floor vote.

ECPA Reform Would Enhance U.S. Economic Competitiveness

Cloud computing has already been a boon for global commerce and communication.” In coming years, this
revolutionary shift is expected to generate massive efficiency gains, and cultivate economic growth worldwide.®
Cloud computing substantially Jowers overall IT costs, allows companies to switch from large and infrequent
capital expenditures to consistent recurring operating expenditures, and can easily accommodate fluctuations in
computing needs.” This makes cloud computing especially valuable to start-ups and small businesses—the
dynamos of our economy.

But because most information stored with third-party cloud providers often enjoys no Fourth Amendment
protection—unlike data stored on first-party (i.e., local) computersg-—-even IT professionals are worried about
the privacy of information stored with cloud computing providers,’ and thus hesitate to embrace cloud
computing.

Cloud computing and mobile service providers receive thousands of governmental demands for private user
information annually.'® Despite the sensitive nature of the information sought, many of these demands were
made without meaningful judicial review, or any review at all—due to ECPA’s inadequate protections.'!

Protecting Cell Locational Data Will Safeguard Liberty & Foster Burgeening Mobile
Ecosystems

Most smartphones sold today include GPS transceivers and support network-based location (i.e., triangnlation
by cell towers) when no GPS signal is available. Under ECPA, however, the standards governing law
enforcement access to mobile locational information are not explicitly spelled out. Many courts have authorized
such demands without requiring a search warrant—contrary to our Fourth Amendment heritage.

Our proposed reforms would not only protect our constitutional libertics, but also promote the growth of the
mobile ecosystem. Mobile apps increasingly use location-based functionality to deliver a variety of services to
users, from navigation to localized ads to location-based social networking. These services are expected to
generate $12.7 billion in revenues by 2014,

ECPA Reform Will Bring Needed Clarity to Law Enforcement Investigations

Law enforcement has effectively fought crime within the constraints of the Fourth Amendment—largely
because those constraints are generally clear, predictable and well-understood. By contrast, ECPA’s rules
governing access to electronic information are a confusing, byzantine mess. Compounding this complexity, a
series of conflicting court decisions has resulted in dramatically different standards between jurisdictions for law
enforcement demands for electronic information. The resulting legal uncertainty impedes law enforcement
efforts and greatly complicates the training of computer crime investigators ™
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Our proposed ECPA reforms would resolve these ambiguitics Uy cicating a single set of nationwide standards
that are consistent with the Fourth Amendment. Moreover, unlike ECPA’s existing rules, the rules we propose
would map readily to cloud and mobile services and reflect users’ reasonable privacy expectations in the digital
age. Our proposed reforms would not affect the tools used by intelligence agencies and law enforcement
authorities to track terrorists and spies."

The Time for Reform is Now

Major decisions regarding the future architecture of cloud computing are being made right now. If Congress
fails to enact ECPA reform, cloud computing services may be designed to rely on servers outside the U.S. Not
only would this harm U.S. competitiveness, it could also, ironically, deny U.S. law enforcement access to cloud
data—even with a lawful warrant,

We urge Congress to act immediately to amend ECPA to extend the Fourth Amendment’s protections against
the unreasonable search and seizure of digital documents and other electronic information. Specifically,
Congress should require that law enforcement:

1. Obtain a search warrant before it can obtain private content stored onling;

2. Obtain a search warrant before it can track the location of a mobile communications device;

3. Persuade a court that demands for information about the parties with whom an individual has
communicated are relevant and material to a criminal investigation; and

4. Demonstrate to a court that the information it seeks through a bulk data request pertaining to an entire
class of users is needed for a criminal investigation.

Indeed, at least one federal appellate court has found a key part of ECPA inconsistent with the Fourth
Amendment, just as we argue.'® By making ECPA consistent with the Fourth Amendment, Congress can avoid
protracted litigation in other circuits and clarify proper procedures for law enforcement to obtain access to
information with a warrant, just as the Founders intended.

In liberty,

TechFreedom

Competitive Enterprise Institute

Americans for Tax Reform’s Digital Liberty Project
FreedomWorks

Campaign for Liberty

‘Washington Policy Center

Liberty Coalition

Center for Financial Privacy and Human Rights

Less Government

CONTACTS:

Berin Szoka, bszoka@itechfreedomorg

Ryan Radia, nadiaficei.org

Kelly Cobb, keobb@atr.org
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